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Abstract of the contribution: It is unclear what types of configuration data is intended in several places in the TR. Data may be of type ProSe EPS layer and ProSe APP layer. This contribution proposes to clarify which type of configuration data is intended in all relevant places in the TR where the configuration data is mentioned, and add editor notes that it needs to be clarified where unclear. 

1 Introduction 
When ProSe is used by, e.g., National Security and Public Safety (NSPS) organizations, there may be different requirements on security than what is provided by regular LTE, or may be out of scope for LTE, e.g., it is ProSe APP layer configuration data. There may for example be a need to configure a ProSe app with URLs where a certificate revocation list can be retrieved from a trusted server on the internet. Another example is configuration of timer values showing how often the app shall poll the certificate revocation list server for updates.  In general, the ProSe APP server may need to configure app-specific data that are not in 3GPP scope. This would imply that the manager of the ProSe APP server needs to have the capability to configure the ProSe UE’s with configuration data controlled by the manager of the ProSe APP server. The 3GPP operator should not be burdened with having to know all configuration parameters of every possible ProSe APP, and in some cases, the ProSe APP manager may not even want to let the operator have access to this configuration data, e.g., in the case of NSPS.
Therefore, there is a need to allow the possibility of having the configuration data of ProSe UEs provisioned by two different provisioning servers controlled by two different entities as described in the figure below.



By separating these two functions, the above use case is possible to implement. It will of course also be possible for a mobile network operator to provision ProSe APP data if so wished. 

SA2 and SA3 are still studying for Rel-12 which (security related) configuration data that needs to be provisioned into the ProSe UE for the ProSe EPS layer and ProSe APP layer. Therefore this paper proposes to clarify which type of configuration data is intended in all relevant places in the TR where the configuration data for the ProSe EPS layer and ProSe APP layer is mentioned. When it is unclear, it is proposed to add an editor's note that it needs clarification.
2 Proposal
It is proposed that SA3 agrees to include the proposals to clarify which configuration data is intended and add editor's notes that it needs to be clarified where unclear in this pCR into the ProSe TR.

3 pCR 

***
BEGIN CHANGES
***
5
Key Issues

Editor’s note: Some of the below key issues may be combined together by future contributions. 

Editor’s note: For discovery whether the UE-reporting data  can be considered a trusted source of information to base accounting procedures on or whether other solutions need to be developed is FFS.
5.1
Key Issues on Configuration

5.1.1
Key Issue #1.1: Configuration of ProSe-enabled UEs

5.1.1.1
Key issue details

In order to utilise ProSe features, e.g. ProSe discovery and/or ProSe communication, the operator needs to be able to configure the ProSe enabled UEs. 

Configuration data may include e.g. proximity criteria as well as PLMN sensitive radio resource configuration. A Public Safety ProSe UE, when in coverage, will receive resource configuration by the registered PLMN, whereas when out-of-coverage will use resource configuration obtained by the last registered PLMN (before loosing E-UTRAN coverage) or, as a backup, resources pre-configured (by the HPLMN operator). It is then crucial that these data are not prone to manipulation by anybody else than the registered PLMN (as a Public Safety ProSe UE transmitting on unauthorised bands could represent a serious source of radio interference). 

Configuration data for LTE network operations shall be provided only by Operators (either HPLMN or VPLMN). 3rd party are not allowed to provide such parameters.
NOTE: The requirement above does not apply to all types of configuration data. For example, a parameter for how often an NSPS device shall poll a Certificate Revocation List server is something that indirectly impacts network operations: If there are many NSPS UEs in a certain area, the network may have to adapt to a higher traffic load at the times they request CRLs. The parameter setting this frequency may be an application layer parameter (ProSe APP parameter) and hence not directly related to the network operations, but it still may have impact on the network operation.


Editor’s Note: The scenario when the configuration data for the ProSe APP layer is provided by a provisioning server controlled by a different entity than the 3GPP operator, needs to be considered as well.
5.1.1.2
Security threats 

There are several threats to the downloading of configuration data to the UE. 

· An attacker pretending to be a configuration server may maliciously configure the UE with false configuration data, thus causing improper UE operation. 

· An attacker pretending to be a configuration server may maliciously delete the UE configuration data, rendering the UE unable to operate in ProSe mode. 

· Similarly the authorized ProSe configuration server will want to know the identity of the ProSe-enabled UE that is requesting configuration  information, as otherwise it is not possible to download correct information to the UE. 

· An attacker may manipulate of modify the configuration data being transmitted between the UE and the configuration server, thus adversely affecting the ProSe configuration. 

· An attacker may eavesdrop on transmitted configuration data and further distribute it to unauthorized parties for improper use.

·  An attacker may replay an intercepted configuration data thus affecting an expected configuration state at the ProSe-enabled UE and/or a configuration server

· An attacker may manipulate of modify the configuration data while stored on the UE.

5.1.1.3
Security requirements

The only entities entitled to provide configuration data impacting the network operations (e.g. radio resource allocation) to the ProSe-enabled UE shall be operators. 3rd parties shall not be allowed to provide such parameters.

NOTE: The requirement above does not apply to all types of configuration data. For example, a parameter for how often an NSPS device shall poll a Certificate Revocation List server is something that indirectly impacts network operations: If there are many NSPS UEs in a certain area, the network may have to adapt to a higher traffic load at the times they request CRLs. The parameter setting this frequency may be an application layer parameter (ProSe APP parameter) and hence not directly related to the network operations, but it still may have impact on the network operation.
Editor’s Note: The scenario when the configuration data for the ProSe APP layer is provided by a provisioning server controlled by a different entity than the 3GPP operator, needs to be considered as well.
The ProSe-enabled UE and the entity providing the configuration data shall mutually authenticate each other.

The transmission of configuration data from the network to the ProSe-enabled UE shall be integrity protected. 

The transmission of configuration data from the authorized ProSe configuration server in the network to the ProSe-enabled UE shall be confidentiality protected 

The transmission of configuration data from the authorized ProSe configuration server in the network to the ProSe-enabled UE shall be protected from replays 

The configuration data shall be stored in the UE in a protected way to prevent modification/eaves-dropping.

***
NEXT CHANGE
***
5.3
Key Issues on One-to-many communications

5.3.1
Key Issue #3.1: Mutual authentication of ProSe enabled devices for public safety in out of coverage scenario

5.3.1.1
Key issue details

In network coverage scenarios UEs are mutually authenticated to the network. Currently UE to UE authentication is not standardized. Mutual authentication of public safety UEs without network coverage cannot be performed with AKA. Authentication credentials have to be securely stored in the UE in order to be available in the UE even without network coverage. It is beneficial to use an authentication method that is suitable to generate and distribute session keys for a secure direct link in order to provide confidentiality and integrity protection for the communication after the authentication procedure succeeded. Depending on the sensitiveness of the credentials secure storage e.g. in the UICC could be required. Also for maintenance it could be beneficial to store the configuration data inclusive credentials on a removable UICC.
Editor’s Note: The scenario when the configuration data is provided by a provisioning server controlled by a different entity than the 3GPP operator, needs to be considered as well. For example, the credentials may need to be managed by an NSPS organization, and storage of the configuration data in the UE needs to be considered also in this scenario.
5.3.1.2
Security threats 

Device theft is a security threat; especially if there is an extensive effort needed to exclude a single device. This was the case if e.g. the same pre-shared secret for multiple devices is used. Such an authentication mechanism is not scalable. If one device is compromised all communication of other devices with the same shared secret is compromised with it. Since entropy from network initiated challenge response procedure is not available sufficient entropy is needed for session key generation. Session keys can’t be distributed via network. 

5.3.1.3
Security requirements

The system should support mutual authentication of public safety UEs out of network coverage.

Compromise of a single UE should not affect the security of the others. 

Authentication credentials should be securely stored in UE.

It should be possible to establish session keys securely between the UEs.
***
NEXT CHANGE
***
5.3.2
Key Issue #3.2: One-to-many communications between Public Safety UEs

5.3.2.1
Key issue details

There is a requirement for Public Safety ProSe UEs to be able to communicate in a one-to-many fashion. Relating to this there is a requirement in TS 22.278 [2] for UEs to be able to start communication without first discovering the receiving UE(s). This means that a UE must unilaterally be able to start sending encrypted one-to-many data packets that may be successfully decrypted by other group members without knowing in advance which group members can actually receive the data. 

Groups may be very large, sometimes including hundreds of UEs.  Interactions with GCSE Group Communications may also need to be considered.

5.3.2.2
Security threats 

The following threats are identified as data is exchanged between any of the UEs;

A passive attacker may intercept the data packets exchanged by the two UEs and may be able to obtain their true/original content.

An active attacker may modify the data packets sent by a UE without detection by either the sender UE or any of the receiver UEs.

Due to the one-to-many nature of the communication scenario at hand, it may not be possible to fully protect against replay attacks of one-to-many communications. For example, if a group member does not hear a particular transmission, then it may well be possible to replay that transmission later and have the UE accept this as a fresh transmission. 
5.3.2.3
Security requirements

The system shall support providing the Public Safety ProSe UEs with the all the necessary keying material and chosen algorithms that will be used protect the data sent between the Public Safety ProSe UE(s). This material shall be provided without requiring interaction between the Public Safety ProSe UEs.

Confidentiality of one-to-many communications should be provided for both the in-coverage and out-of-coverage cases. Its use would be a configuration option related to network operations and should hence be under control of the network operator.
Editor’s note: Requirements on integrity protection and replay of the data are FFS
Security mechanisms must scale effectively to large groups, and be compatible with rapid setup of group communications.
***
NEXT CHANGE
***
6.1.2
Solution #6.2: Security for configuration data transfer

6.1.2.1
General

This solution addresses key issue #1.1 in the current specification and and protects reference point PC3 or PC8 in TR 23.703 [4]. The solution does hence not cover the case of provisioning ProSe APP configuration data directly from the ProSe APP server to the UE; a separate solution is needed to cover that case as well. This solution can solve the case when the ProSe APP server delegates the provisioning of its parameters to the ProSe Function. The ProSe APP server then transfers its ProSe APP configuration data to the ProSe Function over PC2, and the ProSe Function forwards also the ProSe APP configuration data to the UE over the PC3 or PC8 reference points. 
6.1.2.2
Overview of solution

The  UE is authenticated by using  Authentication and Key Agreement (AKA). The UE and ProSe Function are mutually authenticated using AKA procedures. After UE is authenticated, the reference point between UE and Prose Function is protected by IPSec. 

For Public-safety UEs that support certificates,  mutual certificate based authentication in TLS should be used. It is assumed that in this case the UE would be pre-provisioned with the relevant certificates to use with the local PDF.
Editor’s note: Relationship between AKA and IPsec needs to explained. Applicability to visited networks is FFS.

***
NEXT CHANGE
***
6.1.3
Solution #6.3: Security for configuration data transfer

6.1.3.1
General

This solution addresses key issue #1.1 in ProSe scenarios when the configuration data of ProSe-enabled UE are stored in the UICC. After deployment of the ProSe-enabled UE the configuration parameters stored in the UICC may need to be updated to reflect the changes in the configuration applied by the operator.
Editor’s note: it needs to be clarified if the configuration data is only for network operations or also ProSe APP configuration data. If it is also the latter it needs to be clarified under which circumstances it is applicable to store it on the UICC.
6.1.3.2
Overview of solution

In case that configuration data of ProSe-enabled UE are stored in the UICC, the UICC OTA mechanism (as specified in ETSI TS 102 225 [8] / TS 102 226 [9] and 3GPP TS 31.115 [10] / TS 31.116 [11]) is used to secure the transfer of the configuration data to be updated in the UICC. 

***
END OF CHANGES
***
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�This note seems to apply when only considering configuration data related to LTE network operations, but not to ProSe APP. Treats may be very different depending on if it is the operator downloading the configuration or whether the configuration comes from a third party (e.g., NSPS) APP server. Note that we are talking of two different types of configuration data that may co-exist in the UE.





