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1. Introduction
SA3 received LS from SA Plenary (SP-130720) requesting summary of potential impacts implied by the solutions identified by RAN.
In this contribution we look into security impacts for user plane architecture 1A and propose a response to SAP.
2. Discussion
In this section we discuss security impacts of user plane architecture 1A.
A user plane bearer is directly terminated at SeNB and will result in two independent PDCP entities. Figure 1 depicts option 1A in TR36.842. This means that encryption of the bearer terminated at SeNB should be performed at SeNB PDCP. RRC for option 1A is at MeNB and thus the key management as well. Encryption key is required at SeNB in order to perform ciphering and deciphering of user plane data. 


Figure 1: User plane architecture 1A (eNB).
Solution Direction
Option 1: KeNB at MeNB is used for SeNB encryption key derivation and SeNB encryption key is transferred over X2 interface (as defined in TR 36.842).
X2 is an interface between MeNB and SeNB. X2 should provide sufficient security by, for example, using the same security solution as for current S1 and X2.
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1) MeNB should derive a new key for user plane ciphering between UE and SeNB. The key should be different from the KUPenc.
2) MeNB sends the key for ciphering to SeNB over X2 interface, the necessary parameters for key derivation can be either sent from MeNB to SeNB or negotiated between MeNB and SeNB.
3) Impact on PDCP COUNT management.
4) UE should derive the same key for user plane ciphering as in SeNB.
5) Change to key hierarchy: new key should be added to the current key hierarchy.
6) AS SCM procedure might be changed.

Option 2: A key derived from KeNB is (sent to SeNB and) used for SeNB encryption key derivation at SeNB.
Option 2-1: UE and MeNB use key derivation in handover procedure to derive KeNB* for SeNB
UE and MeNB generate KeNB* (or KeNB** to differentiate it from handover case) for SeNB based on KeNB* generation procedure. MeNB generates KeNB* as soon as it decides the dual connectivity and UE does it when it is informed about dual connectivity; SeNB is informed via X2 signalling. RRC messages (e.g. RRC Reconfig complete) still must be encrypted with AS keys at MeNB because RRC is terminated in the MeNB. This option could add key management related complexity in terms of managing different sets of keys for handover and dual connectivity. 
Impact 2-1: 
1) MeNB uses KeNB* generation procedure to derive KeNB* to be used as KSeNB at SeNB.
2) MeNB sends the KeNB* to SeNB over X2 interface. 
3) SeNB derives a cipher key for user plan data ciphering from the KSeNB.
4) MeNB sends the key and necessary parameter for ciphering to SeNB over X2 interface.
5)  Impact on PDCP COUNT management.
6) UE should derive the same K*eNB and ciphering key for user plane ciphering as in SeNB.
7) Both MeNB and UE should keep the KeNB and perform key management for KSeNB.
8) Change to key hierarchy: new keys should be added to the current key hierarchy.
Option 2-2: UE and MeNB derive an intermediate key from KeNB
MeNB derives an intermediate key from KeNB and sends the key to SeNB. SeNB derives an encryption key from it. MeNB can send UE the necessary parameters for SeNB encryption key derivation to UE, such that UE can derive the same SeNB encryption key.
Impact 2-2: 
1) MeNB derives an intermediate key to be used for SeNB encryption derivation.
2) MeNB sends the intermediate key to SeNB over X2 interface. 
3) SeNB derives a cipher key for user plan data ciphering from the intermediate key.
4) MeNB sends the key and necessary parameter for ciphering to SeNB over X2 interface.
5) Impact on PDCP COUNT management .
6) MeNB sends necessary parameter for the intermediate key derivation.
7) UE derives the same intermediate key as MeNB, and ciphering key for user plane ciphering as in SeNB.
8) Both MeNB and UE should keep the intermediate key and perform the key management.
9) Change to key hierarchy: new keys should be added to the current key hierarchy.

Option 3: SKeNB is derived at MME and sent to SeNB
The MME derives KSeNB (which is different from KeNB) from Kasme. MME sends KSeNB to SeNB via MeNB. UE derives the same KSeNB as MME. SeNB and UE derive the SeNB encryption key from the KSeNB.
Impact 3: 
1) MME and UE should derive and manage two KeNBs for MeNB and SeNB separately.
2) MME sends the KSeNB via MeNB to SeNB.
3) SeNB should derive a cipher key for user plane ciphering from the KSeNB.
4) MeNB sends the key and necessary parameter for ciphering to SeNB over X2 interface.
5) Impact on PDCP COUNT management.
6) UE should derive the same key for user plane ciphering as in SeNB.
7) Change to key hierarchy: new key should be added to the current key hierarchy.
8) NAS and AS SCM procedure might be changed.

Other Issues
Other issues to be studied for all the options are handling of security capabilities, handover and key change on-the-fly.
It would be safe to assume that MeNB and SeNB have the same security capabilities as operator can ensure its deployment. However, if different capabilities are supported then UE must be informed to derive the keys according to supported algorithm in respective nodes.
Based on the above it is clear that in order to protect user plane confidentiality protection between UE and SeNB, there are impacts to current key hierarchy, MeNB and SeNB, UE and/or MME.
Conclusion 1: There are impacts to current key hierarchy, UE and network nodes (eNB and/or MME) for key management.
3. Proposal
We propose the following to SA3:
Reply SA  in-line with conclusion 1. A draft LS response to SA in-line with above is provided in S3-140080.
Conclusion 1: There are impacts to current key hierarchy, UE and network nodes (eNB and/or MME) for key management.
4. References
1. SP-130720 Response to: LS on Small Cell Enhancement work in RAN 
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