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Abstract of the contribution: This contribution highlights scalability problems with Solution 3.4 for the security ProSe group communications in group owner mode.

1.
Introduction

Solution 3.4 for the security of ProSe communications in group owner mode proposes that the group owner uses certificates to mutually authenticate each group member.   However, TS 22.278 requires that ProSe group communications must be possible without prior discovery so we should assume that authentication occurs during group communication setup.  In our opinion, this means that the solution will not meet the requirement in Key Issue 3.2 for the rapid setup of group communications.

2.
Performance estimates

We have highlighted issues with this style of authentication in a previous LS to SA3 (S3-130955).  In this contribution we attempt to justify our concerns by giving estimates for the number of group members that the group owner would be able to authenticate in the 300ms setup time specified by TS 22.468.  

2.1
Example protocol

In Solution 3.4 the group owner mutually authenticates each group member before sending them the unicast and multicast keys encrypted under the group member’s public key.  The solution does not describe the authentication in detail so for the purposes of illustration we consider a simple four-pass protocol.  We will assume that 2048-bit RSA is used and that user and group owner certificates CERTUE and CERTGO have been signed by the public-safety organisation’s root certificate CERTPS.  

1. The UE sends the GO a random value NONCEUE and their certificate CERTUE.

2. The GO verifies that CERTUE has been validly signed using CERTPS.  It then sends the UE a random value NONCEGO and their certificate CERTGO.   It also returns NONCEUE signed using CERTGO.

3. The UE verifies that CERTGO has been validly signed using CERTPS and that NONCEUE has been validly signed using CERTGO.  It then returns NONCEGO signed using CERTUE.

4. The GO verifies that NONCEGO has been validly signed using CERTUE and sends the UE the necessary key material encrypted using CERTUE and signed using CERTGO.

Note that we are not claiming that this authentication mechanism is secure or suggesting that it should be used in Solution 3.4.  We are merely giving it as an example which uses the minimum number of public-key operations required for a reasonable protocol.

2.2
Software performance

For an estimate of the performance in software we use Dan Bernstein’s benchmarking results for 2048-bit RSA on an ARM Cortex A15 processor running at 1700MHz  (http://bench.cr.yp.to/ebats.html) .  This is the primary core found in the Google Nexus 10 tablet and is essentially the same as, but clocked slightly faster than, the primary core in some versions of the Samsung Galaxy S4 smartphone.   

On this processor it takes an average of 450,390 cycles to encrypt/verify and 49,942,087 cycles to decrypt/sign.  During the protocol the group owner is required to sign twice, verify twice and encrypt once which gives a total of 101,235,344 cycles.  This implies that, ignoring everything except for the RSA operations, the group owner would only be able to authenticate 5 UEs in 300ms.  

2.3
Hardware performance

The Exynos 5 system-on-a-chip used by the Google Nexus 10 tablet and Samsung Galaxy S4 smartphone also contains a hardware public-key accelerator.  There is very little information available about this PKA so for an estimate of the performance in hardware we will use figures quoted for the Discretix PKA (http://www.discretix.com/accelarators/pka/) as we do know that Samsung use their hardware DRM solution. 

Modular exponentiation with a 1024-bit modulus takes 3,700,000 cycles on this PKA and it seems reasonable to expect it to be at least double this for a 2048-bit modulus.  This gives an estimated total of 37,000,000 cycles for the full protocol with 2048-bit RSA.  However, the maximum clock speed of the PKA is only 250MHz so this implies that the group owner would still only be able to authenticate 2 UEs in 300ms.

2.4
Conclusion

The estimates given above show that on current platforms Solution 3.4 will only be able to support very small groups.  While it is always possible to improve performance by using larger hardware accelerators, power and cooling constraints are likely to mean that it will never be able to scale to the size of groups seen in practice. 

3
Proposal

We propose adding a short evaluation section to the end of Clause 6.3.4.

>>>Start of Changes<<<<

6.3.4.3
Evaluation
In this solution the GO must mutually authenticate each group member individually before the group communication can begin.  This means that the solution will have problems scaling to large groups and so does not meet the requirements in Key Issue #3.2 
>>>End of Changes<<<<


