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Abstract of the contribution: 
This document analyses the security of restricted ProSe discovery. The Asymmetric Cryptography and Timestamp method can be used to protect the discovery information from reply and interception attack.
1. Introduction
This document analyses the security of restricted ProSe discovery and revised the editor’s note in 6.2.3.1. When the UE discovers another ProSe enabled UE, the discovery information may be intercepted to tamper, then the monitoring UE couldn’t get the correct message. The Asymmetric Cryptography and Timestamp method can be used to protect the discovery information from reply and interception attack.
2.  Analysis
2.1 protection in restricted discovery

In solution #6.1.8(D8) from 23.703, 
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Fig1. Signalling flow for targeted ProSe discovery procedure
1. When announcing UE1 need to attach with a monitoring UE2(supposing UE1is in UE2’s friend list),  it first broadcast discovery signalling(ProSe ID1,ProSe ID2);
2. UE2 receives the discovery signalling and report it to the application indicated by the ProSe ID2, including the source ProSe ID1.

3. The application checks whether it is allowed to be discovered by UE1. If accepted it sends discovery confirmed to the EPS layer of UE2.
In this procedure, there may be a reply attack when UE1 broadcast the discovery signalling. A malicious UE may intercept this message and changes the message.
In open discovery, message 11 from UE2(announcing UE) to UE1(monitoring UE) needs to be protected by asymmetric cryptography and timestamp to against the reply and impersonation attack. While in restricted discovery, there exists message 8 that need to be protected as the same reason to message 11. What’s more, in restrict discovery, UE1(discovery UE) needs to be verified to discover UE2(discovereeUE), which is different with open discovery. Actually, message 4 is also need to be protected against reply attack. The malicious UE can cheat to UE2 to get access to communicate with UE2. So message 4 in restricted discovery need to be protected. Asymmetric cryptography and timestamp method can be used in this situation, the details are as follows.
1. When discovery UE broadcast a message to his near field, it signs the discovery information using its Private Key and time stamp of radio frame. 
2. The discoveree UE verifies the received discovery information using the Public key of the discovery UE and time stamp of radio frame in which the digitally signed discovery information is received. If verification is successful, then discovery information is sent to upper layer otherwise it is discarded. 

2.2 Consistency
Additionally, it has already said clearly” This mechanism is applicable for both Open and Restricted discovery”, so it shall be inconsistent if keeping the editor note
3. Proposal
The editor note” It is FFS how this is applicable for restricted discovery” shall be deleted.
********************** 1st CHANGE ***************************
6.2.3
Solution #2.3:
Security for Direct Discovery 



Editor’s note: Applicability to which SA2 solutions is FFS
6.2.3.1
Using Asymmetric Cryptography and Timestamp for Direct Discovery

Potential solution to prevent replay and impersonation attack is to digitally sign the discovery message using private key of the transmitting Prose UE along with time stamp, as shown in Fig 6.2.3.1-1. Announcing ProSe UE signs the discovery information using its Private Key and time stamp of radio frame. Monitoring ProSe UE verifies the received discovery information using the Public key of the announcing UE and time stamp of radio frame in which the digitally signed discovery information is received. If verification is successful, then discovery information is sent to upper layer otherwise it is discarded. 

The time stamp used in this solution, is the time stamp of the radio frame in which the discovery message is transmitted (additionally subframe number can also be used, one radio frame has 10 subframes and discovery message is transmitted in one of the subframe), which will be in sync between the announcing and monitoring Prose UEs (by using the ‘TimeInfoUTC’ field in SIB 16 of the macro eNB, see TS 36.331[13]). Discovery information protection and verification is performed at the AS layer. The AS layer decides the radio frame and the subframe in which discovery information is transmitted, as the AS layer has the time stamp information of the radio frame. By using the Timestamp of the radio frame and may also sub-frame number, the overhead introduced to carry the absolute time stamp in the discovery message is avoided and also use of non-sync system time of the ProSe UE is avoided. 

Asymmetric security keys can provide protection against impersonation by monitoring ProSe UE, especially for one to many communication scenarios. Public Key of the ProSe UE or application is provided to ProSe server securely and ProSe server distributes the Public Key to the authorized ProSe UEs for discovery information verification. Once the Prose UE get authorized and configured for ProSe discover, then the ProSe UE starts sending its announcement for other UEs to discover it. The announcement message is digitally signed using its private key and the announcement message carries the digital signature. When this announcement is received by other prose UEs which are in interest to communicate with this UE, would have obtained public key of this UE from the ProSe Server. So the monitoring ProSe UEs verifies the authenticity of the announcement message. This mechanism is applicable for both Open and Restricted discovery. In restricted discovery, there are two messages to be protected, discovery request message from discovery UE and request accept message from discoveree UE. In open discovery, the broadcast announcing discovery message should be protected. Further this solution provide option to the network to restrict the discovery announcements by distributing only authorized UE’s public key to other Prose UEs.

Editor Notes: Mechanism to distribution Public Key is FFS. Requirement for the mechanism for dynamic distribution of public keys is FFS. Details of the solution when roaming are FFS 
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Figure6.2.3.1-1: Security mechanism for Direct Discovery


Editor’s note: Details of on the message size and how it fits into discovery frames is FFS
**********************END OF CHANGE***************************
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