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Abstract of the contribution: this contribution solves the editor's note for SDT NAS solution in clause 5.7.6.7 of TR 33.868.
1. Analysis  

In meeting SA3#73, an editor’s note “Benefit from partly ciphering needs to be clarified” has been added into the overall evaluation of clause 5.7.6.7. This paper analyzes the partly ciphering SDT solution and lists the detailed benefits so as to help compare the different SDT security solutions.
Benefits of SDT NAS security solution include:
· It provides necessary integrity and confidentiality protection for small data transfer in NAS PDU, which satisfies the basic security requirment.

· It reuses the LTE NAS security without establishing the AS security, so it aligns with SA2 SDT solutions’ objective of avoiding UE transmiting from ECM-idel to ECM-connected mode. 
· NAS security context is a part of current LTE security context. Moreover, NAS security context is always stored in UE and MME when UE goes into idle mode, thus NAS security is always available for protection of small data transmission.

· For a complete NAS SDT security solution, only MO small data relies on partly ciphering solution, but MT small data can rely on current NAS mechanism. As MT small data is included in NAS PDU of S1 Downlink NAS Transport message, before MME sends this downlink NAS message, it receieves UE’s identity, eKSI, and SN contained in UE’s service request. Thereby, MME can find UE’s NAS security context and then cipher and integrity protect the whole dowmlink NAS message. In other word, the MT small data can be transmitted securely under current NAS security.
Proposal 

It is kindly asked to accept following pCR into TR33.868.
PCR
***************************************First of Change*******************************************
5.7.6.7
Overall Evaluation 

In this section all different solutions for Small Data Transmission are compared from a security perspective. For convenience, the SA2 solutions are divided into three different groups. 

All solutions that include small amounts of data sent using control plane NAS messages belong to the category “CP”:

1: Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security

2:Optimised handling of C-plane connection for Small Data and Device Trigger

3:Standalone Small Data Service with T5/Tsp and generic NAS transport. MTC-IWF based Secure Solution for Small data transmission (clause 5.7.4.4) is a potential security solution for 3 being discussed in SA3.
Solutions proposing user plane transport in connectionless mode are combined in the “UP” category:

4: Stateless Gateway for cost efficient transmission of infrequent or frequent small data

6a: Small Data Fast Path

6b: Connectionless

Optimizations like data piggy-backing, combining of messages or re-using of existing security context are combined in the category “OPT”:

5: Downlink small data transfer using RRC message
7: Service Request signalling reduction by RRC message combining

8: Optimized Service Request procedure for UEs with a single bearer

9: Lean Service Request Procedure

Note: SA2 informed (S3-130618/ S2-132327) that solutions 4, 5, 7 and 9 are dropped by SA2 from Rel-12.

Note: Solution 8 has been concluded with no security impact. Therefore, evaluation on category “OPT” is skipped.

Criteria for an overall evaluation contain the impact to existing elements (eNB, MME, SGW, and UE) from security point of view. Additional criterias are implications to service aspects like Lawful Interception (LI), Mobility aspects, restrictions on the usage (e.g. one radio bearer only), charging aspects, and the efficiency of the optimization. Although the evaluation in this TR is security related in general, important criterias for evaluation are the magnitude of chances to the existing security framework, security protocols, and key hierarchy. 

Among solutions in category “CP”, both solution 1 and solution 2 have security impacts on the UE and the MME for supporting the partly ciphering of initial L3 message. Also, the issue of whether or not the partial ciphering may violate the current NAS protocol layer security concepts is still un-clarified for solutions 1 and 2. However partly ciphering can reduce the consumption of the encryption. 

For all of the solutions in category “CP”, it doesn’t need to use AS security context and no need to derive AS keys such as KRRC INT, etc. and the KeNB transfer from MME to eNB. 
Solution 3, as it utilizes the current NAS security for protecting small data transferred through NAS PDU, it has no new security function but may impose higher load on existing security functions.
MTC-IWF based Secure Solution is a security solution for Solution 3, it  introduces newsecurity protocol stack between the UE and the MTC-IWF with impacts to UE, MME, HSS and MTC-IWF (as shown in Section 5.7.6.3.2). New security association between UE and MTC-IWF is achieved by key generation/derivation and algorithm negotiation procedure leading to new security context establishment etc. And it also needs to impact MME and/or HSS to generate and transfer such security parameter to UE and MTC-IWF. As a result, extra security features are needed on UE, MTC-IWF, MME and/or HSS and also their interfaces. MTC-IWF based solution shifts encryption/decryption burden of security process from MME to MTC-IWF for SDT, if NAS signalling encryption is not required. 
Among solutions in category “UP”, solution 4 has been dropped from Rel-12 as decided by SA2. 

· Solution 6a as analyzed in 5.7.6.5 introduces new security functions in the UE, the SGW, the MME, and the eNB,  and modifies the existing security framework (incl. deviation from the current EPS security architecture, new security protocol). It may also introduce the new threats leading to small data reaching the wrong destination. 
· Solution 6b as analyzed in 5.7.6.2, comes at the expense of  increased complexity in  the UE, the eNB and the MME,  as well as increased resource consumption due to the caching of AS security contexts and related tokens in UE and eNB. 
Note: According to SA2#100, all SA2 solutions for “efficient small data transmission” are dropped from Rel-12.

***************************************End of first Change*****************************************
***************************************Second of Change******************************************

5.7.6.4
Security Solutions of Small Data Transfer in NAS PDU

Benefits of partly ciphering SDT solution:

· It reuses the LTE NAS security without establishing the AS security, so it aligns with SA2 SDT solutions’ objective of avoiding UE transmiting from ECM-idel to ECM-connected mode. 

· NAS security context is a part of current LTE security context. Moreover, NAS security context is always stored in UE and MME when UE goes into idle mode, thus NAS security is always available for protection of small data transmission.

· For a complete NAS SDT security solution, only MO small data relies on partly ciphering solution, but MT small data can rely on current NAS mechanism. As MT small data is included in NAS PDU of S1 Downlink NAS Transport message, before MME sends this downlink NAS message, it receieves UE’s identity, eKSI, and SN contained in UE’s service request. Thereby, MME can find UE’s NAS security context and then cipher and integrity protect the whole dowmlink NAS message. In other word, the MT small data can be transmitted securely under current NAS security.

· The security solution 1 provides necessary integrity and confidentiality protection for small data transfer in NAS PDU, and make optimization on signalling simultaneously.
· Lack of security context: Solution 1 can address this issue.

· When the solutions are applied, the consumption of NAS COUNT will be increased. But NAS security counter wraparound is not a problem because the normal NAS COUNT range is about [0, 224-1] mentioned in TS 33.401, section 9.2.2.2 [13].
Both solution 1 and solution 2 reuse the existing NAS layer security for protecting uplink small data packets in NAS PDU. For small data encryption, the additional requirement is the partial ciphering of the initial L3 message which is currently only integrity protected without encryption. Such partial ciphering solution has the following impacts on the UE and the MME. 
Additional UE requirements: 

· Set new value for “Security header type” IE  and partially cipher initial L3 message
Additional MME requirements:
· Be able to identify whether the initial L3 message is ciphered or not,  and partially decipher the initial L3 message
**************************************End of second Change****************************************
