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1
Introduction
This is a re-submision of pCR S3-130932, because we believe that information collected in this pCR should be captured in the TR. The comments from NTT Docomo in SA3#73, how PWS security could be implemented in UTRAN, have been addressed.
Background: SA3 earlier sent an LS (S3-110836) to RAN2, GERAN2 and CT1 asking them for advice on the maximum signature length in PWS security. The replies (R2-114814, GP-111304, and C1-114450) contain useful insights which impact the design of a PWS security solution. Especially the results in GP-111304 (and its accompanying discussion paper) are highly relevant.
This pCR proposes to change section 6.2.2 capturing the information received in the LS replies. The new text makes Clause 6.2.6 redundant and it is therefore removed/voided.

2
PCR

***
BEGIN CHANGES
***
6.2.2
Restrictions on the PWS message signature length 

6.2.2.1
General
PWS is a common system for the distribution of ETWS, CMAS, KPAS and EU-Alert warning messages. All of these warning systems except KPAS shall be supported on GERAN, UTRAN and E-UTRAN radio access technologies. KPAS only needs to be supported in E-UTRAN.
NOTE: TS 22.268 contains no such statement for ETWS, while it explicitly mentions the RANs to be supported for the other three warning systems. However, TS 23.041 and the corresponding RAN and GERAN specifications specify ETWS for all three radio access technologies.

A PWS security solution should support all or a subset of the PWS warning systems. 

6.2.2.2
Warning message format in CMAS, KPAS, and EU-Alert

CMAS, KPAS, and EU-Alert warning systems share the same message format. This format is defined in TS 23.041 and differs slightly depending on the access technology but the main content remains the same. It is possible to extend this message with a signature field (and other necessary security parameters) without breaking the length restrictions that the different access technologies put on the message. However, care must be taken when extending the message so that UEs that support PWS but not PWS security will continue to be able to parse the message.

6.2.2.3
Warning message format in ETWS

Caution is necessary, when applying PWS security to ETWS. 

ETWS is different from the other warning systems in that it consists of two separate warning types with different delivery requirements. 

-
The ETWS Primary Notification only contains the most urgent information such as warning type (e.g. Earthquake) and must be delivered to the UE within 4 seconds (see TS 22.268 [2]). 

-
The ETWS Secondary Notification contains more detailed textual information such as seismic intensity, epicentre, etc. and does not have the same requirement on the delivery time; but obviously it should be reasonable short. 

The ETWS Secondary Notification uses the same message format and delivery mechanism as the other warning systems in GERAN and UTRAN. In E-UTRAN the only difference is that the ETWS Secondary Notification is distributed using SIB 11 while the other warning systems use SIB 12. However, these two SIBs are almost identical in format and have similar length restrictions. It is therefore possible to add a signature field to the ETWS Secondary Notification as well. 

The ETWS Primary Notification on the other hand differs significantly from the other warning messages. In order to meet the delivery time requirement, the ETWS Primary Notification uses both a shorter message format and a faster delivery mechanism. 
-
In GERAN, the ETWS Primary Notification is broadcasted in a cell using one or more paging messages.  Due to requirements in earlier versions of ETWS, the Primary Notification in GSM already contains a security information field but unfortunately it is too short for the type of signature and security parameters that are considered here. Increasing the length of the security information is problematic since there is a risk of exceeding the delay limit as more bytes get added to the message. According to the analysis in the GERAN2 LS reply GP-111304, the length of the security information field can be extended from today's 50 bytes to a maximum of 75 bytes within the maximum delay limit of 4 seconds.
-
In UTRAN, the ETWS Primary Notification is delivered using the RRC message ETWS PRIMARY NOTIFICATION WITH SECURITY. This message contains an optional security information field with the same length and contents as the one in GERAN. According to the RAN2 LS reply R2-114814, the security information field can be extended to fit a longer signature without violating any size or delay requirements. The LS reply does not, however, provide any information on the maximum size of the security information. 

-
In E-UTRAN, the ETWS Primary Notification is broadcasted in a cell using SIB 10. This message also contains an optional security information field with the same length and contents as the one in GERAN. According to the RAN2 LS reply R2-114814, the security information field can be extended to fit a longer signature without violating any size or delay requirements. The maximum length of the security information field is estimated to be 210 bytes.
NOTE: After that RAN2 sent their LS reply the ETWS with security feature has been invalidated in UTRAN and E-UTRAN (see RP-130228). The security information field in ETWS PRIMARY NOTIFICATION WITH SECURITY (UTRAN) and SIB10 (E-UTRAN) was removed and replaced with a dummy field of  the same length. Furthermore, in UTRAN the procedure for delivering ETWS PRIMARY NOTIFICATION WITH SECURITY to UEs in idle mode and connected mode URA_PCH, CELL_PCH, and CELL_FACH state was removed. To enable PWS security, both the UTRAN and E-UTRAN security information field and the UTRAN delivery procedure have to be re-introduced.
6.2.2.4
Conclusion on signature length

It is desirable to have common security solution for all warnings systems (ETWS, CMAS, KPAS, and EU-Alert) and all access technologies (GERAN, UTRAN, and E-UTRAN). It is clear from the analysis above that the problematic case is ETWS Primary Notification over GERAN.
If the security solution is going to support ETWS Primary Notifications over GERAN then the total length of the signature and related security parameters cannot exceed 75 bytes. This limit rules out the possibility of including a certificate with the signed warning message, even when the certificate is stripped down to a bare minimum and only includes the subject public key and the issuer signature.  However, so called implicit certificates can meet this length restriction at the expense of limiting the security level to 112 bits. Furthermore, the length limit also implies that RSA cannot be used as signature algorithm. Recall that the length of an RSA signature is equal to the length of the RSA key, which at the 128 bit security level is 3072/8=384 bytes long.

If ETWS Primary Notifications only need to be supported in UTRAN and E-UTRAN or not supported at all, then there is significantly more space available for the signature.
NOTE: The profiling of the signature algorithm must take the above limitations into account. Depending on the key distribution method chosen, the profiling may also need to pay attention to the size of the key (which otherwise may induce too much data sent over the air-interface). Further limits may also be identified. The intention is to later ask SAGE for the best algorithm profiling that fulfils these limitations.
Editor's Note: Whether a solution for PWS security is required to support protection of ETWS Primary Notification over GERAN is ffs.

***
NEXT CHANGE
***
6.2.6
Void






***
END OF CHANGES
***
