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Abstract of the contribution: This contribution analyzes the security threat- Disclosure of sensitive information and requirement- Sensitive information security on MME.

1 Introduction  
This contribution analyzes the security threat of the disclosure of the senstitive information and the corresponding security requirement.
2 Analysis
The following security threats can be done by the attacker:
Disclosure of sensitive information: MME stores some sensitive information (i.e. communication keys (i.e KNASenc, KNASint, KeNB), administrator passwords). An attacker (insiders or equipment maintainer from the vendor) can use the access authorization to access the sensitive information. The attacker also can access user’s sensitive information in clear text via OAM. The attacker can launch futher attacks if the sensitive information has been accessed by the attacker. For example, the attacker can use user’s keys to tamper or fake signaling. The attacker can also use user’s identity and serving eNB’s address to locate and track user.
From the above security threats, the following security requirements should be needed:
1) The user’s sensitive information shall be encrypted to store on MME.
2) The keys shall not be displayed as clear text.
3 Proposal

It is proposed to include the analysis below to TR 33.8xx.

4 pCR 

***
BEGIN CHANGES
***
X Security threats and requirements on MME
X.1 Security threats on MME
X.1.2 T2 Disclosure of sensitive information in the storage

Threat Reference: to be done later 
-
Threat Category: to be done later 

-
Threat Description: MME stores some sensitive information (i.e. communication keys (i.e KNASenc, KNASint, KeNB), administrator password). An attacker (insiders or equipment maintainer from the vendor) can use the access authorization to access the sensitive information. The attacker also can access user’s sensitive information in clear text via OAM. The attacker can launch futher attacks if the sensitive information has been accessed by the attacker. For example, the attacker can use user’s keys to tamper or fake signaling. The attacker can also use user’s identity and serving eNB’s address to locate and track user.
-
Asset: communication keys (i.e KNASenc, KNASint, KeNB) and administrator password on MME 
-
Risk: to be done later
-
Security Objectives: sensitive information protection is needed.
Editor’s Note: Threats’ relation to attacker model needs FFS.
X.2 Security requirements on MME 
X.2.2 R2 security requirement for T2: Sensitive information storage security 
-
Requirement name: Sensitive information security
-
Requirement reference: to be done later
-
Requirement Description: 
1) R2-1: The keys read access rights shall be restricted
2) R2-2: The sensitive information shall not be revealed as clear text.
Editor note: it is ffs on how to merge this with password protection. 
-
Threat reference: T2
-
Test case: 
1) Review the documentation provided by the vendor descriping how to store the sensitive information.
2) Check if the keys can be read as clear text.
-
Requirement evidences: A document in free form describing: the storage method of the sensitive information.
***
END OF CHANGES
***
