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1. Introduction
The contribution S3-131162 proposed a skeleton for the TR that was then named TR 33.916 in the final version of the WID, cf. SP-130718. The present contribution proposes a pCR for Annex B “Summary of actors involved in SECAM” according to this skeleton.
The newly included text is extracted and adapted from content across 5.2 "Methodology 2" of TR 33.805 v12.0.0. While editorial changes have been done to fit the text into this Annex, it was aimed to alter the taken quotes as little as possible.
The Word comments are only included to give an indication from where in TR 33.805 the Task/Responsibility originates and are to be removed by the rapporteur when implementing the pCR. 
2. Pseudo CR
Start of pCR
Annex B:
Summary of actors involved in SECAM

	Actor
	Tasks and Responsibilities

	3GPP SA3
	Describe SECAM in the security assurance process documentation 
(i.e. this document)

Provide SCASes for for individual Network Product Classes:
· Describe and model the network product class: 
Compile a complete list of features/capabilities considered relevant for evaluation

· Define the security problem:  Identify which assets in the model of the network product class require protection and how these assets can be exploited by an attacker. The security problem definition also contains the security objectives of the network product class under analysis (i.e., which assets require what type of protection), and defines an attacker potential the network product class is supposed to resist.
Also, undertaking of  a threat analysis

· Identify the security requirements and test cases:
 Detail security requirements to reduce/counteract the risks outlined by the threat analysis as well as a description of the test cases and where possible with expected test results.
 Or, detail environment assumptions 
to countermeasure to mitigate the risks.
· Verify the Security Requirements: Once the security requirements have been identified it is verified that the security objectives are met by these security requirements, and that every security requirement contributes to defending an identified security objective.

Define the expected skills and tools for security compliance testing laboratories based on the Security Functional Requirements in the SCASes.

Specify general Basic Vulnerability Testing requirements as a SCAS module. This general SCAS module will then be linked and potentially amended by SCASs for individual Network Product Classes.
 This SCAS module does not specify individual tools but rather BVT categories and the conditions under which the usage of suitable tools are required.

	SECAM Accreditation Body
	Describe the rules for accreditation and monitoring of development and test laboratories.

Develop Vendor network product development and network product lifecycle management process assurance requirements as well as related evaluation activities generic to all network product classes in a dedicated document.

Assess the skills of the evaluator in conducting an evaluation for conformance to 3GPP SCAS requirements for a given network product class or range of classes;
 This includes assessing the evaluator’s skill in selecting tools for performing the evaluation.
 
Assess the evaluator’s ability to comply with the test methodology (for security compliance Testing, Basic Vulnerability Testing and Enhanced vulnerability Analysis laboratories).

Administer the evaluation of the security relevant part of the Vendor network product development and network product lifecycle management process during an initial accreditation.

Provide a process to resolve conflicts.


	(Accredited) Vendor
	Ensure Vendor network product development and network product lifecycle management process assurance compliance
.
Provide SCAS instantiation document.

Provide self-declaration after evaluation:

· give a short summary and conclusion of all the evaluation reports

· declare all tests conducted by the vendors are correctly carried out and all the documents provided by the vendors are authentic without intentional deception.


	(Accredited) Vendor or (accredited) third-party Evaluator
	All Evaluators:

· Assess that the vendor documentation and processes are complete sufficiently defined to begin the evaluation

· Validate the elements (scope of evaluation, instantiated assets…) which must not be modified during the evaluation

Special for Security compliance testing
 Evaluators:
· Check whether an SCAS instantiation written by a vendor is a correct instantiation of the SCAS of the network product class and whether it is a good basis for evaluating the network product.

· Confirm that the SCAS being instantiated for a given 3GPP network product and the network product for evaluation are consistent.

· Do Security Compliance Testing according to SCAS instantiation.
· Deliver Security Compliance Testing output documents

Editor's note: Insert a cross-reference to the section derived from TR 33.805's 5.2.4.4 detailing the exected output documents for SCT.
For Basic Vulnerability Testing
 Evaluators:
· Do Basic Vulnerability Testing.
· Deliver Basic Vulnerability Testing output documents

Editor's note: Insert a cross-reference to the section derived from TR 33.805's 5.2.4.4 detailing the exected output documents for BVT.
For Enhanced Vulnerability Analysis
 Evaluators:
· Do Enhanced Vulnerability Analysis.
· Deliver Enhanced Vulnerability Analysis output documents

Editor's note: Insert a cross-reference to the section derived from TR 33.805's 5.2.4.5.2 (note that it is by mistake "5.3.4.4.2" in version 12.0.0) detailing the exected output documents for BVT.

	Operator
	Operator security acceptance decision:
 Examines the network product, the compliance reports and the testing laboratories accreditation published by the SECAM Accreditation Body and decides if the results are sufficient according to its internal policies.
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