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Abstract of the contribution: This comment contribution highlights possible problems with the proposed solution in S3-140018 to the Key Issue on adding and removing group members.

1.
Comments
S3-140018 proposes an evaluation section for the Key Issue on adding and removing group members in GCSE.  Their analysis of the implications for group communications using a multicast downlink includes the following issues:

· The added group member may use the MSK to access the group communication data before he/she joins in the group communication. 

· The removed group member may use its MSK to access group communication data transferred after he/she leaves the group communication.

They then suggest solving these by rekeying frequently using the MBMS rekeying mechanism.

It is important to make it clear that the Key Issue relates to UEs joining or leaving the group, not group members joining or leaving the group communication.  There is no security risk from a group member possessing the MSK for a group communication that they are not participating in since, as a member of the group, they should be entitled to receive the communication.  Attempting to rekey each time a group member joins or leaves the group communication, as was considered in TR33.829 for IMS conferencing with group keys, could seriously disrupt the communication since delivery of a new MSK over the unicast link may not synchronise with the change of MTK on the multicast link.  

The Key Issue also notes that group membership is expected to be relatively stable.  While it may be necessary to add or remove a group member during a group communication, this will be rare and so frequent rekeying should not be required.  Indeed, for public safety users the security risk from not rekeying when a group member is added or removed may be more acceptable than the disruption caused by rekeying during a group communication.
An alternative approach is to keep the same MSK when a group member is added, on the basis that as a new group member they should be entitled to receive the entire group communication, and only rekey when a group member is removed.  Even then, it may be more appropriate to invalidate the MSK held by the UE being removed as in the deregistration procedure from TS33.246.  This could be done by performing an MSK delivery with either an invalid key or the correct key but with invalid key validity data.  If MSKs are used to protect more than one group communication then rekeying the remaining group members can occur after the current communication has ended.
2.
Proposal

We suggest adding the highlighted note to the end of the evaluation section from S3-140018.
**********************Start of changes**********************************
6.X
Key issue: Adding and removing group members

6.X.1
Key issue details

The membership of a GCSE group will not be constant; Group Members may be added or removed from a group, including during an ongoing Group Communication.

If a Public Safety enabled UE wants to join a GCSE group service it needs to register and authenticate in order to receive a group key. If a UE leaves a group, the Group Owner may want to update the key for the Group Members.  

Group Members will also change from being Receiver Group Members (in the sense of 3GPP TS 22.468 [2]) and not, e.g. because they are receiving from another group or are out of coverage.  In this case they still remain a Group Member – there is no need to revoke any security keys associated with the group.

NOTE: 
In normal public safety usage of GCs, it is likely that a user will remain continuously a Group Member of all GCSE groups that they use regularly (which may be a large number of groups), but will only elect to be a Receiver Group Member of a small number of those groups (e.g. 1 group).  Therefore the need to revoke someone's group membership (e.g. so that they can no longer decrypt GCs for that GCSE group) is not something that will typically happen regularly.

6.X.2
Security threats 

A Group Member leaves the GC but still belongs to the greater public safety community. 
However, depending on the use case, the group may need to establish a new group key if it feels threaten by the leaving user.

Threats include:

- 
A user who has been removed from a GCSE group but retains the ability to access it, may threaten the confidentiality of future GCs in that group if he has still access to the group key: 
The user may tap and/or mis-use the broadcast information. 

- 
A user who joins a GCSE group is not able to a GCSE Group Communication that is already in progress 
('late entry'); this is a threat to availability.
Editor's Note: it is ffs whether there can be a threat to confidentiality also when a group member joins the group, namely when the joining group member is not allowed to learn the content of the group conversation before his joining.
6.X.3
Security requirements

A mechanism shall be provided to ensure availability of GCs when users are added to a GCSE group.
A mechanism shall be provided to ensure confidentiality and integrity of GCs when users are removed from a GCSE Group.

Editor's Note: Whether requirements for efficient mechanisms to change a group key are needed is FFS.
6.X.4
Solutions

Editor's Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.

6.X.5 
Evaluation

In case that EPS bearer layer security is used, GCSE_LTE UE can receive group communication data via two ways: unicast or multicast. 

Group member who receives group communication data in unicast way and is using LTE access security:
The group communication data is delivered to GCSE_LTE UE via unicast link. The group communication data is protected as the normal IP packets to UE by the current LTE access security mechanisms (as specified in TS 33.401) in air interface. The security context held by different UEs will be separate. Consequently, adding or removing a group member who receive data via unicast bearer will not affect the security of other group members, i.e., the group member can use its security context neither to access the group communication data transferred before he/she join in the group communication, nor to access group communication data transferred after he/she leaves the group communication.

Group member who receives group communication data in multicast way and is using MBMS security:

The group communication data is delivered to GCSE_LTE UEs via multicast bearer. MBMS security mechanisms specified in TS 33.246 can be used to protect the delivery of group communication data in the air interface. Adding or removing a group member may affect the security of the group members belonging to the same MBMS group. 

When a group member joins in the group communication, he/she can get a MSK. However the MSK may already be used to protect the group communication data before the group member joins in the group communication. So the added group member may use the MSK to access the group communication data before he/she joins in the group communication. 

When a group member leaves the group communication, the MSK held by the removed group member may still be used to protect the group communication data. So, the removed group member may use its MSK to access group communication data transferred after he/she leaves the group communication. 

Rekeying mechanism is specified in MBMS to solve above issue. The risk can be reduced to an acceptable level by increasing the frequency of rekeying.
NOTE: Any potential disruption to group communications caused by rekeying when a group member is added or removed may not be acceptable to public safety users.  It should be considered whether it is more appropriate to invalidate the MSK held by the group member being removed, as in the MBMS User Service deregistration procedure, and if necessary rekey the rest of the group members once the group communication has ended.  
Editor’s note: It is ffs whether rekeying is required when a group member is added.

Editor’s note: It seems possible to change the MSK and MTK in MBMS such that there is no disruption in communication. Disruption in communication through key change, esp. for the unicast case, is ffs.

*************************End of Changes********************************
