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Key issue: Communication between GCSE AS and BM-SC (GC2 interface)

6.X.1
Key issue details

3GPP TR 23.768 [3] concludes:

"GCSE_LTE applications interact with the BMSC to enable for specific GCSE_LTE groups the establishment of eMBMS bearers for specific distribution areas, and with specific QoS level for specific IP flows. 

The BMSC provides the applications with the eMBMS service information for the various GCSE_LTE groups using eMBMS. As such, in Rel-12 it is expected the GC2 interface shall be standardized."

Editor's Note: May require updating when SA2 completes work on TR 23.768 [3].

GC2 is used to define the interaction between GCSE AS and BM-SC provided by the 3GPP EPS layer and needs to be protected. A functional split needs to be carefully evaluated and properly indicated via GC2 in order to avoid double encryption.
Editor’s Note: SRTP over SRTP can most likely be ruled out, since the aim of Rel.12 is keep existing specifications as they are, if possible.
The security requirements for GC2 need to be considered.
6.X.2
Threats

As defined in 3GPP TR 23.768 [3], the following information needs to be exchanged between the GCSE AS and BM-SC on the GC2 control plane interface:

From BM-SC to GCSE AS:

-
Service information (e.g., TMGI(s), IP address(es)/port(s) of the eMBMS media); 

-
Information regarding the bearer state (for e.g, if the bearer was successfully established etc);

-
Information needed to route media packets from GCSE AS to the BM-SC (e.g., IP address(es), port(s)).

From GCSE AS to BM-SC:

- 
MBMS Service area where the group call is targeted;

-
Session information (e.g., session start time, QoS etc).

If the information including TMGI and IP address(es)/port(s) sent from BM-SC to GCSE AS is tampered by attackers, UEs can not receive correct eMBMS media packets. If MBMS Service area information from GCSE AS to BM-SC is tampered by attackers, eMBMS media packets will be broadcasted in wrong area. In order to avoid above attacks, the signalling messages between the BM-SC and the GCSE AS should be integrity protected.

If confidentiality protection is not provided to GC2 interface, attackers can eavesdrop and obtain TMGI and IP address(es)/port(s) sent over GC2. Since TMGI and IP address(es)/port(s) is related to GCSE group's privacy information, it should not be exposed to attackers. The signalling messages between the BM-SC and the GCSE AS should be confidentiality protected.

Editor's Note: The exact definition of group privacy in the context of this TR is FFS.

NOTE:
The precise information flow between those entities is not fully specified yet, but it can be assumed that this information is sensitive.

6.X.3
Security requirements

The BM-SC and the GCSE AS shall be able to mutually authenticate each other.
The signalling messages between the BM-SC and the GCSE AS shall be integrity and confidentiality protected.
Double encryption above the network layer should be avoided.
Editor's Note: Since it is not yet fully specified where media messages are protected, additional requirements on the GC2 interface may apply for the user plane.

6.X.4
Solutions

Editor's Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.


NDS/IP mechanism can be used to provide protection to GC2 interface. GCSE AS can be located inside the operator domain or outside the operator domain.
Editor’s Note: It is ffs whether NDS/IP is mandatory to be used.
6.X.5 
Evaluation

