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Proposal 

It is proposed that SA3 agree the inclusion of the below pCR in the TR.
Proposed pCR

6.5.X
Solution #5.X: Security for relays using one-to-many security 
6.5.X.1
General

This solution is the security part of solution in S2-140085.
6.5.X.2
Overveiw of solution

6.5.X.2.1
Solution description 

This solution follows the solution 3.X for on-to-many security except as described below. The security solution proceeds as in the following flow.
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Figure 6.5.X.2.1-1: Security flows for relays
1.
The UE that wishes to communicate with relay nodes fetches the relevant parameters from the ProSe Function

2.
The UE also fetches fetches the ProSe App Codes, Group Member Identity, Algorithms, PRK and PRK ID from the ProSe Key Mgmt Function from the ProSe Key Mgmt Function

Note: After completing step 2, the UE needs to have the ProSe App code of the relays it may connect to, and an associated Group Member Identity, PRK and PRK identity. It is FFS whether the former three parameters are provided at steps 1 or 2. 

3.
The relay fetches the authorization/configuration parameter(s) it needs to act as a relay

4.
The relay broadcasts its discovery message containing a ProSe Relay ID

5.
The UE hears the discovery message and decides it wants to connect to the relay. Itcalculates the relevant PRGK for the relay node

6.
Using the next available PTK to both integrity and confidentiality protect the messages, the UE initiates the relevant IP address assignment process. The relay fetches the relevant PRGK using the Group Identity and Group Member Identity used by the UE if needed and the relay and UE complete the IP address assignment procedures

7.
The UE and relay exchange encrypted data as in the one-to-many security solution.
6.5.X.2.2
Security Keys

In the one-to-many case, each UE in a group is given a ProSe Group Key (PGK) that is used to derive the ProSe Traffic Keys (PTK) which actually protect the transmitted data. For the proposed relay solution, each UE can be viewed as being part of a group of 2 with the relays it can connect to. Instead of provisioning the UE with a key for each relay that the UE may communicate with, a UE is provisioned with a single ProSe Relay Key (PRK) from which it can derive all the necessary ProSe Relay Group Keys (PRGK)s for any relay. In addition, the relay may fetch the necessary PRGKonly if needed, i.e. after the UE has communicated with it, rather than needing to be provisioned in advance. 
Note: Knowledge of PRGKs does not allow either a UE or Relay to calculate a PGK or vice versa.
6.5.X.2.3
Identities
Along with the PRK, the UE is provided with a PRK identity, that also becomes the PRGK identity of any PRGK derived from it. The UE is also given a group member identity associated with the PRK that becomes it Group Member identity for all communictaions with relays.  The relay has a Group Member identity of all zeros. The Group identity is the ProSe Relay ID (which is layer 2 destination identity of the relay) that the relay broadcasts in a discovery message.
6.5.X.2.4
Key Derivation and Data Protection
The derivation of the PRGK from the PRK is as follows:


PRGK = F_1(PRK, ProSe Relay ID )

The other key derivations and protection of data follow the one-to-many security solution, except the the PTK is generated using PRGK rather than PGK.
The initial IP address assignment messages between the UE and relay are integrity protected. By using a new PTK for each session with the same relay, replay protection is enabled between these different sessions. This is achieved by each side keeping the largest PTK Identity that was used to successfully establish a session between them and always ensuring any new session uses a larger PTK identity. This requires one change from the one-to-many case in that a receiving entity needs to know if a particular message is integrity protected.
6.5.X.2.5
Packet Format
In terms of signalling between the UE and relay, the correct PTK to use and whether the data is integrity protected or not, the header and payload of the PDCP packet will need to look as below:
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Figure 6.5.X.2.5-1: Proposed PDCP packet format
This is the same as in the one-to-many solution except the flag to indicate whether integrity protection is applied or not.
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