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Abstract of the contribution: This contribution discusses the solutions for multiple operator RA/CAs case.
Comments by NSN can be found at the end of the document. 
1 Introduction
The current enrolment procedure for base stations specified in TS 33.310 only covered the scenario with one operator RA/CA. However, there are some deploy scenarios with multiple operator RA/CAs, e.g., RAN sharing cases. This contribution discusses the solutions for the scenario with multiple operator RA/CAs.
2 Scenario

In an example RAN sharing deployment scenario, the eNB needs to connect to SEGs deployed by the hosting operator and participating operators. Figure 1 depicts one scenario with one hosting operator and one participating operator. 

[image: image6.png]Root cert of HMNO
eNB cert of HMNO

eNB

SEG of
HMNO

SEG of
PMNO

Root cert of HMNO
SEG cert of HMNO

Root cert of PMNO
SEG cert of PMNO




Figure 1: Scenario with one hosting operator and one participating operator

The eNB can be provisioned the root certificate of hosting operator CA and an eNB certificate issued by the hosting operator CA after the successful certificate enrolment procedure specified in TS 33.401. The authentication between the eNB and the SEG of hosting operator can perform successfully. But the authentication between the eNB and the SEG of participating operator cannot succeed because neither eNB nor can SEG of participating operator verify the certificate hold by the other entity. A solution is needed to solve this issue.

3 Alternative solutions

Solution 1:
Solution 1 is illustrated in figure 2. The eNB performs the certificate enrolment procedure with the hosting operator CA so that the O&M link can be established. Then the eNB is provisioned the root certificate of the participating operator CA via the O&M link. So the eNB can verify the certificate of SEG of the participating operator. The SEG of participating operator can install the root certificate of hosting operator so that the SEG of participating operator can verify the eNB certificate issued by the hosting operator.
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Figure 2: solution 1

Solution 2:
Solution 2 is illustrated in figure 3. The eNB performs the certificate enrolment procedure with the hosting operator CA so that the O&M link can be established. Then the eNB is provisioned the RA/CA information of the participating operator CA via the O&M link. The eNB perform the certificate enrolment again with the participating operator CA so that eNB can get the root certificate of the participating operator CA and the eNB certificate issued by the participating operator CA. Consequently the eNB and the SEG of the participating operator can perform certificate-based mutual authentication.
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Figure 3: solution 2

Comparison:

Solution 2 is preferred from a security perspective since solution 2 can provide a separate security between two operators. The compromise of the hosting operator PKI system will not spread to the participating network.

4 Proposal

It is proposed to adopt solution 2 and agree the CR in S3-140030.
Comments by NSN: 

The comparison in section 3 recommends solution 2 for security reasons (without giving any detail).  Consequently, the CR in S3-140030 describes only solution 2 as the solution for certificate enrolment in the RAN sharing case. We believe this comparison is not convincing: 

1) Management aspects need to be considered;
2) The security comparison is not as clear-cut as claimed;

3) The need for changes to 3GPP specs has to be considered. 
Re 1): Consideration on management aspects

a) S3-140087 does not say anything about how the shared eNB is to be managed. But its predecessor in S3-130824 stated “It is noted that in both models, it is anticipated that only one NEM [i.e. Network Element Manager] can connect to the shared eNB.” We assume this is also the case here for both solutions 1 and 2. This should be confirmed as it is critical for the understanding of the solutions, but it is difficult to see how to do it otherwise. 
b) The management of solution 2 seems much more complex: 
· The eNB needs to create and manage multiple RSA key pairs.
· The eNB needs to manage individual Certificate Revocation List pools per operator PKI. 

· IPSsec, TLS and HTTPS stacks must know which certificate shall be sent to a certain peer or is allowed to be received from a certain peer.
· The (single) NEM run by the HMNO must configure the PMNO’s RA/CA IP address in the shared eNB so that the eNB can reach the PMNO’s RA/CA. For this purpose, some interaction between the PMNO and the HMNO’s NEM is required, not only at set-up time, but whenever there is a change in the PMNO’s RA/CA IP address.
· It is unclear how the routing from the shared eNB to the PMNO’s RA/CA through the HMNO’s network should be done.
· Lifecycle management issues: The eNB needs to manage potentially different lifetimes of the certificates; in case of a hardware exchange, communication between the operators would probably be required (unclear).   
Re 2): The security comparison is not as clear-cut as presented;

a) As we can see from 1a), the PMNO needs to have considerable trust anyhow in the HMNO, namely for the HMNO to correctly manage the eNB. If the NEM was hacked both operators would be hurt. 
b) It is true that, in solution 1, a compromise of the HMNO’s PKI would also affect the PMNO, while this is not the case for solution 2. If desired this could be mitigated by suitable provisions in the PMNO’s SEG to which the shared eNB is attached (e.g. whitelists, OIDs, revocation). 
c) On the other hand, if the eNB is compromised and an attacker gains access to the private key relating to the PMNO then the attacker could access the PMNO’s network through all SEGs of the PMNO, not only those to which the compromised shared eNB connects and which could be suitably enhanced according to 2b). 
3) The need for changes to 3GPP specs has to be considered. 

It seems that both solutions 1 and 2 can be implemented based on today’s version of TS 33.310. This raises the question whether there truly is a need for adding text to the specs. 

CONCLUSION BY NSN: No CR to 33.310 should be agreed until the above questions are resolved. Agreeing the CR in S3-140030 with Editor’s notes would not be acceptable as it would favour solution 2 at a time when it is not clear whether solution 2 is preferable after all. 
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