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Abstract of the contribution: Several contributions have identified the need for deriving fresh S-KeNB even when establishing keys for the same SeNB more than once. This contribution makes an analysis of the freshness parameter in the contributions, and proposes a compromise to hopefully save some discussion time in the meeting. 
1 Introduction 
The papers mentioned in the title all identify that if the MeNB derives a S-KeNB for the SeNB, from which the SeNB derive actual protection keys, then that S-KeNB has to be fresh every time it is sent to an SeNB -- even if it is the same SeNB.
It is noted that they use the same high-level structure for the derivation of the S-KeNB; the MeNB derives a S-KeNB from the current KeNB and forwards this to the SeNB when the DRBs are established in the SeNB. Other contributions also mention this structure, but do not seem to use a freshness parameter in the same way.
This paper only considers the freshness parameter aspects of the contributions in the title.
2 Analysis

2.1 S3-140125 (Samsung)
The overall solution looks good, but some observations on the choice of freshness parameters can be made. 
S3-140125 identifies the following freshness parameter choices:
A
Previously derived KeNB_s to be used as one of the inputs for new KeNB_s derivation 
B
A new key fresh parameter “Nonce” to be as one of the inputs for new KeNB_s derivation
C
A key derivation count value (SeNB Counter (S-Count)) along with KeNB to be used to derive KeNB_s. S-Count to be maintained by the MeNB and incremented for every key derivation.  
S3-140125 argues that A is unnecessarily complex to keep the old key. This is probably true, since it anyway most likely requires synchronizing with the UE which old key was used. 

S3-140125 argues that B implies too much overhead to be useful. This is not necessarily so, a short nonce (e.g., four octets as proposed in S3-140142) may be acceptable. This requires some analysis and more motivation to rule out. In particular, the difference in overhead compared to a counter would have to be explained.
S3-140125 proposes to use a counter, since it is argued that it is more efficient and simpler. The counter is, however, explicitly signalled in the RRC reconfiguration command in Figure 3, so the signalling overhead can be the same as for a nonce based approach. There seems to be no verification in the UE that the counter does increase, so the counter proposed here seems to be a special case of a nonce.  Note that, since the counter is delivered over an integrity protected and replay protected SRB, replay attacks will not work (for either a pseudo randomly generated nonce or a counter).
Conclusions: 
-
The solution works equally well with a counter or a nonce as freshness parameter. There is no apparent difference between the two in this solution.
2.2 S3-140065 (Alcatel-Lucent)
In terms of freshness parameter usage, this solution seems to be very similar to S3-140125, and also uses a counter in the MeNB which is signalled to the UE in the RRC procedure starting the offload.
Just as S3-140125, this solution seems to not make use of the fact that the counter is a counter, i.e., a pseudo randomly generated nonces would fulfil the same security requirements. At least there seems to be no explicit security goals for the key that make use of the counter properties of the freshness parameter.
Conclusions: 

-
The solution works equally well with a counter and a nonce as freshness parameter.

2.3 S3-140026 (Huawei)
S3-140026 does not take any stance on what type of freshness parameter to use, but notes that it needs to be signalled from the MeNB to the UE in the RRC procedure to set up offload to keep sync.
Conclusions: 

-
The solution works equally well with a counter and a nonce plugged in as the freshness parameter.
2.4 S3-140142 (Nokia)
S3-140142 proposes to use a nonce generated by the MeNB, and which is transferred to the UE in the RRC reconfiguration procedure. Although not described in the paper, replay attacks on the nonce are not possible due that it is delivered over integrity and replay protected SRB.

Since the solution does not make use of any of the (pseudo) randomness properties of the nonce (at least not explicitly), it seems a counter would give the solution the same security properties.
Conclusions: 

-
The solution works equally well with a counter and a nonce as freshness parameter.

3 Conclusions
All the solutions seem to have no technical difficulties working with either a nonce or a counter as freshness parameter. In fact, it seems possible to plug either or into the signalling in all of them.

There is no need for replay protection or integrity protection of the freshness parameter, since it is already protected by PDCP. Therefore this is not a benefit for the counter approach from this point of view.
The nonce has a small security benefit in that it does provide a certain amount of "unexpectedness" for the attacker. However, if some form of pre-computation attack would be possible against the counter based approaches, it would not be much more difficult against a nonce based approach where the nonce is four octets long.

So both security-wise, signalling overhead-wise, and implementation-wise, counters and nonces are roughly equal.
One could imagine re-using an existing counter to save bandwidth in the messages. The only available such packet counter is the PDCP COUNT. There are at least two drawbacks with using a counter from a lower layer protocol: it may not be easy to get the value of the counter up to higher layers in the actual implementation, and even if the design is simple at the start, complexity grows in the system over time and we have already seen the amount of work involved in ensuring fresh NAS COUNT to synchronize the KeNB derivations.
4 Proposal
It is proposed to agree on the common structure of deriving the S-KeNB from the current KeNB in the MeNB when establishing the DRBs in the SeNB. It is also proposed to do it using a freshness parameter as already proposed in the contributions analysed in this paper.
It is proposed to use a nonce as freshness parameter, but put no restriction on the pseudo randomness of the nonce. A counter would hence be a valid implementation. There seems to be no reason to have any stronger requirements on the lengths of the nonces than what is used for the KeNB derivations, i.e., four octets.
