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Conclusion


The aim of this TR, as explained in Clause 1, is to study mechanisms for protection against false base stations broadcasting false warning messages. Seven candidate solutions have been developed and evaluated within the TR:

· NAS based solution (Solution 3)

· GBA based solution (Solution 4)

· Using NAS layer security (Solution 5)

· Implicit certificate based solution (Solution 6)

· Generalized certificate based solution (Solution 7)

· UICC OTA based solution (Solution 8)

· Non-certificate based approach based on signing proxy (Solution 9)
The NAS based solution is a merger of solutions 1 and 2, which are both archived in Annex A. Solution 5 is not an independent solution but should rather be seen an extension to the NAS based solution.

Due to the lack of input from regulators on PWS security in general and on this technical report in particular, SA3 has decided to not continue with the normative specification of PWS security. Feedback from the regulators and governmental agencies with regard to the assumptions made to specify the digital signature schemes, and the implications of enabling PWS security, would be beneficial as all proposed solutions in this TR imply that subscribers may fail to receive warning notification while roaming in another country or region. If it turns out that regulators are not willing to accept this risk, then all standardization efforts will be in vain. This so called PWS circumvention attack is described further in Clause 6.1.2 and potential countermeasures can be found in 7.9.

SA3 has also decided to not make any recommendation or selection between the above solutions. Without further input from regulators, there is a risk that SA3 only considers digital signature schemes which comply with the most severe limitations, when in fact those limitations may never apply in practice. In particular, it is not known whether ETWS primary notifications, the main reason for the length restrictions, will ever be used with security over GERAN, see Clause 6.2.
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