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Abstract of the contribution: This is the agreed skeleton for TR33.916 from last meeting with the text from TR33.805 as stipulated in the editor’s notes. Some editorials are added (as a different user), so one can see which text was agreed to in 33.805 and what has been changed: 

· replaced SAS by SCAS.

· removed references to methodology 2.

· fixed the references to subsections. This is the reason why the whole TR is submitted as one tdoc Annex A.2 and Annex E are referenced in the text, but not included.  The marker XXX is used for unresolved references. Besides those two Annexes, unresolved references were left only in editor’s notes.
1 Introduction
The attached file includes the text from 33.805 as stipulated in the editor’s notes the skeleton agreed in tdoc S3-131162. Some editorials were made. Open issues are the following:
2 List of Editor’s notes unaddressed in attached file
1
Scope

Editor's note: This section will describe the scope of the present TR.
4.1.3
Environment of functions and nodes

Remote exposure of functions/nodes in the network architecture

Editor's note: It is FFS whether security measures should be taken into account when determining the degree of exposure according to the definitions above.

4.2 Methodology

4.2.1
Overview

Editor’s Note: reference to NESAG may need to be inserted.

4.2.2.
SECAM methodology building

Editor's note: Clarification on how these documents will be mapped to 3gpp documents (TS, TR 33.9bb – Technical Reports intended for publication …) is FFS.

4.3.2.1
Overview

Editor's note: The content of the evaluation report and the confidentiality issues associated to it are FFS.
4.3.2.2
Assurance level
NOTE:
Many notions depend on the result of threat analysis on the considered network product classes. 
In particular, the difference between tests that are considered to be part of security compliance testing or part of vulnerability testing is left for the normative phase. The details on the type of documentation that should be provided to vulnerability testers, in cases of white box testing, depends on the attacker model and is also left for the normative phase.
4.3.4.1
Security Assurance Specification (SCAS)

Editor’s Note: The way to give this indication (by grouping Rel-12 specific tests in an annex or by giving indication in the test case as described in 5.2.2.1 XXX) is outside of the scope of this study.

5.1.1
Writing process overview

Editor’s note: It will be determined in the normative phase in which document rationales will be captured. 
5.1.2.3.3
Handling of security requirements 

Editor's note: It is ffs whether it would useful to introduce in an SCAS the concept of conditional requirements. If a function that is optional for a given network product class is present, then security requirements, made conditional on the presence of this function, will apply, otherwise not.
6.1
Vendor network product development and network product lifecycle management process document creation 
Editor’s Note: Annex E of 33.805 is not presently part of this document. 

6.3.5
Criteria on accreditation of security compliance testing laboratories
Editor’s Note:
It is FFS at the time the accreditation criteria are actually defined what suitable means to assess individual skills are. All suggestions for such assessments stated here are ideas how that could be done. In general, when it is not guaranteed that assessments are done in a manner that are efficient in serving their purpose and are deterministic in their outcome they don't need to be executed in the first place. Therefore it needs to be studied in detail how efficient they are and it must be ensured that they are reproducible before they are used.

6.3.6
Criteria on accreditation of Basic Vulnerability testing laboratories
Editor's note: It is FFS whether the skill set for this activity is different from the one from the compliance testers' laboratories or whether it is similar. Whether this separate activity could be run by the compliance testers' laboratories to keep the methodology simple and limit the number of actors and accreditation is also FFS.

7.2.2.2.1.2
TOE
Editor's note: If SA3 decides to introduce in an SCAS the concept of conditional requirements  (see clause XXX5.2) the formulation in the above bullet will have to be adapted to ‘all APPLICABLE requirements' or similar

7.2.2.2.1.5
Exclusion of components

Editor's note: Whether SECAM recognizes the results of other evaluation (for example FIPS) and requires re-testing is FFS
7.2.2.2.4
Information needed to execute the required tests for SCT, BVT and EVA activities
The compliance tester assesses whether the SCAS instantiation contains enough information to: 

-
install a representative testbed;

Editor's note: The definition of "representative" is FFS.

-
determine whether the tests completely and accurately cover the SCAS.

Editor's note: The relation between the "Test Methodology and skill requirements "document and the bullet above has to be clarified.

7.2.3.3
Activities

Editor’s Note: Annex A.2 of 33.805 is not presently part of this document. 

7.2.4
Basic Vulnerability Testing
Editor’s Note: Annex A.2.1 of 33.805 is not presently part of this document. 

7.2.5.2
Outputs

Editor note: It is FFS which ones of these elements should be archived in tester premises (for confidentiality reasons); included in the evaluation report; included in the instantiated SCAS.
7.2.5.3
Activities

Editor's note: Clarification on what "Attack path" means, in which document this will be defined and by which entity (SA3 or SECAM Accreditation Body) is needed. This will be subject of a dedicated future Study Item on EVA.

Annex B:
Summary of actors involved in SECAM

Editor's note: This annex will contain a table giving an overview of all SECAM actors, their tasks and responsibility. This information is to be extracted from content across 5.2 "Methodology 2" and many of its subsection in TR 33.805
