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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

Editor's note: This section will describe the scope of the present TR.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

3
Definitions and abbreviations
Editor's note: This section will initially contain the term definitions and abbreviations for SECAM. They will be derived from those contained in TR 33.916.

4
Network Product Class Description 
Editor's note: According to TR 33.805, clause 5.2.2.4.2.1, this clause includes the description of the network product class, e.g. the physical and logical interfaces the product class supports to interact with external entities and the major functionalities of the NPC.

5
Security Problem Definition 
Editor's note: Details on the expected content of this clause are described in TR 33.805, clause 5.2.2.4.2.2. They are used here to further refine the structure of this clause. 
5.1
Introduction 

5.2
Critical assets 

Editor's note: As specified by TR 33.805, clause 5.2.2.4.2.2, this subclause lists all critical assets. Each asset shall be given a unique identifier for later reference from the threats. 

5.3
Threats
 
Editor's note: TR 33.805, clause 5.2.2.4.2.2 also requires considerations on the attacker model. They are to be included in this subclause as it may make sense to consider the attacker model together with the threat. How to further structure this subclause will be decided when more information on modelling attackers and threats is available. 
5.4
Security objectives

Editor's note: As specified by TR 33.805, clause 5.2.2.4.2.2, this subclause lists all security objectives derived from the threats. Each objective shall be given a unique identifier for later reference from the requirements and shall point to the threats it addresses.
6
Security Functional Requirements 
Editor's note: Details on the expected content of this clause are described in TR 33.805, clause 5.2.2.4.2.3.

Editor's note: Security requirements according to TR 33.805, clause 5.2.2.4.2.3 also include hardening requirements and assumptions on the environment. We propose to consider them in separate main clauses for purely editorial reasons, namely in order to reduce the number of hierarchy levels for the subclause numbering.

Editor's note: Clause 6 is proposed to be structured further by grouping non-3GPP Security Functional Requirements according to themes. This grouping is FFS. Examples of such groupings are provided by [CC] or, in a simpler form, but based on CC, by [ NDPP]. 3GPP-related Security Functional Requirements are proposed to be contained in a subclause of their own as they are not expected to be listed in detail, but addressed by wholesale reference to the relevant 3GPP specifications. 

6.1
Introduction
6.2
Security Functional Requirements Deriving from 3GPP Specifications
6.x
<Class x of SFRs>
7
Security Requirements related to Hardening 

Editor's note: An example is given in TR 33.805, clause 5.2.2.4.2.3.

8
Security Assumptions on the Operational Environment

Editor's note: Assumptions on the environment are derived from threats and complement the security requirements on the TOE. This clause could e.g. state that an MME is assumed to be operated in a physically secured environment. 

9
Basic Vulnerability Testing Requirements
Editor's note: The WID clearly states “that the MME SCAS shall describe... Basic Vulnerability Testing activities”. But TR 33.805, clause 5.2.4.4, also states “As Basic Vulnerability Testing is universally applicable for all Network Product Classes, the requirements for this testing category are expected to be specified as a general SCAS module. This general SCAS module will then be linked and potentially amended by SCASs for individual Network Product Classes”. Nevertheless, BVT is included here as the present TR is meant to be used for the SCAS piloting activity, and there needs to be a place for BVT piloting. 
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