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1 Introduction 
This contribution discusses the attacker model for the MME. The attacker model is necessary to ensure that the requirements put on the MME will counter the capabilities if the intended attacker. Without an agreed attacker model there is also risk for ending up with requirements for overly complex counter measures to protect an asset against a very powerful attacker, but then leave other vulnerabilities open that the same attacker could, perhaps even easier, exploit to access the asset.
2 Analysis

2.1 Inside attacker
The term inside attacker is often used to describe an attacker with some form of privileged access to the target.  Unfortunately, the term is not sufficiently clear on its own, and needs to be refined in the context of the MME to be useful in the SCAS.
In a most generic sense of the word, an inside attacker can target the MME by:

-
access and modify configuration data
-
access and modify subscriber data
-
access node statistics
-
modify software, firmware and operating systems

-
make physical modifications to boxes, connections and can add hardware (e.g., splitters) on cables.
-
replace the MME with any function of the attacker's choice

-
delete logs
-
…
It is clear that it is not possible to prevent or detect an inside attacker which has capabilities to perform any operation in the system. 

Conclusion: Threats against the MME from a general insider cannot be countered. 
2.2 Types of attacks by insiders
Not all attackers have all the capabilities listed above. For example, one operations OAM engineer may be able to modify the configuration data, but may not be able to modify the software. An administrator of the hardware may, conversely, be able to upgrade the operating system on the node, but may not be able to modify the configuration data (without being detected). 

Conclusion: When the capabilities of the inside attacker are sufficiently specified, it is possible to add counter measures, e.g., for protection (e.g., access control on the interfaces used for the attack), and for detection (e.g., logging configuration changes).
The insider attacks against the MME may be classified as follows:
-
Attacks during manufacturing process. These are not part of the SCAS, but part of NESAG's work in GSMA.
-
Attacks on connections to and from the MME. These can be further categorised into attacks that are possible to perform by an external attacker (e.g., attacks via the NAS protocol), and attacks on internal interfaces, e.g., on the S6a interface to the HSS. The latter is however part of the MMEs environment and are hence out of scope for the SCAS. There may be requirements on that the protocol implementation should be fuzzed, but that is in scope of NESAG's work. 

-
Attacks by authorized and authenticated personnel via remote and local OAM can only be handled by personnel management at the operator or companies contracted by the operator to run the network operations. However, as an aid in detecting insider attacks the MME can provide logging information of events where, e.g., configuration has been changed.
Conclusion: It is proposed that attacks where an insider modifies or accesses assets that the attacker is authorized and authenticated to modify or access are left out of scope of the SCAS. Access control and logging mechanisms can be supported to ensure that detection of these types of attacks is possible by the operator. Note that an inside attacker which has the capabilities to modify logs renders even this countermeasure less effective.
2.3 External attackers

External attackers are considered to be those that have no privileged access to the target. That is, an attacker that only has access to the MME via the external interfaces identified in the MME model. Note that the line between an external and internal attacker is not clear cut. One type of external attacker is a user which can only access the MME via the terminal, i.e., using the NAS protocol. Another type of external attacker is someone with access to an interconnect network, and via this network can access the MME via, e.g.,. the S10 interface. The latter may be considered as being a semi-insider.
2.4 Attacker strength
A sufficiently powerful attacker may bribe and blackmail people on the inside. In that way the attacker can create a team of inside attackers with the necessary combination of capabilities to perform the attack desired. As seen from above it is not possible to completely protect against this type of attacker, especially without the possibility to set requirements on personnel management.
It is proposed to discuss how powerful attackers the MME SCAS shall aim to consider and what residual risks shall remain.
3 Conclusion and proposal

The analysis above is a start of an attacker model for the MME. It is proposed that 

-
the attacker model is included in the MME SCAS TR according to the pCR below.

-
SA3 discusses what strength of attacker the SCAS shall consider and what residual risks should remain.
4 pCR 

***
BEGIN CHANGES
***
X
Attacker model

X.1
Inside attacker

The term inside attacker is often used to describe an attacker with some form of privileged access to the target.  Unfortunately, the term is not sufficiently clear on its own, and needs to be refined in the context of the MME to be useful in the SCAS.

In a most generic sense of the word, an inside attacker can target the MME by:

-
access and modify configuration data

-
access and modify subscriber data
-
access node statistics
-
modify software, firmware and operating systems

-
make physical modifications to boxes, connections and can add hardware (e.g., splitters) on cables.
-
replace the MME with any function of the attacker's choice

-
delete logs

-
…
It is clear that it is not possible to prevent or detect an inside attacker which has capabilities to perform any operation in the system. 

Conclusion: Threats against the MME from a general insider cannot be countered. 
x.2
Types of attacks by insiders

Not all attackers have all the capabilities listed above. For example, one operations OAM engineer may be able to modify the configuration data, but may not be able to modify the software. An administrator of the hardware may, conversely, be able to upgrade the operating system on the node, but may not be able to modify the configuration data (without being detected). 

Conclusion: When the capabilities of the inside attacker are sufficiently specified, it is possible to add counter measures, e.g., for protection (e.g., access control on the interfaces used for the attack), and for detection (e.g., logging configuration changes).

The insider attacks against the MME may be classified as follows:

-
Attacks during manufacturing process. These are not part of the SCAS, but part of NESAG's work in GSMA.

-
Attacks on connections to and from the MME. These can be further categorised into attacks that are possible to perform by an external attacker (e.g., attacks via the NAS protocol), and attacks on internal interfaces, e.g., on the S6a interface to the HSS. The latter is however part of the MMEs environment and are hence out of scope for the SCAS. There may be requirements on that the protocol implementation should be fuzzed, but that is in scope of NESAG's work. 

-
Attacks by authorized and authenticated personnel via remote and local OAM can only be handled by personnel management at the operator or companies contracted by the operator to run the network operations. However, as an aid in detecting insider attacks the MME can provide logging information of events where, e.g., configuration has been changed.

Conclusion: It is proposed that attacks where an insider modifies or accesses assets that the attacker is authorized and authenticated to modify or access are left out of scope of the SCAS. Access control and logging mechanisms can be supported to ensure that detection of these types of attacks is possible by the operator. Note that an inside attacker which has the capabilities to modify logs renders even this countermeasure less effective.
x.3
External attackers

External attackers are considered to be those that have no privileged access to the target. That is, an attacker that only has access to the MME via the external interfaces identified in the MME model. Note that the line between an external and internal attacker is not clear cut. One type of external attacker is a user which can only access the MME via the terminal, i.e., using the NAS protocol. Another type of external attacker is someone with access to an interconnect network, and via this network can access the MME via, e.g.,. the S10 interface. The latter may be considered as being a semi-insider.
x.4
Attacker strength

A sufficiently powerful attacker may bribe and blackmail people on the inside. In that way the attacker can create a team of inside attackers with the necessary combination of capabilities to perform the attack desired. As seen from above it is not possible to completely protect against this type of attacker, especially without the possibility to set requirements on personnel management.

***
END OF CHANGES
***
