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Abstract of the contribution:

This pCR raises the question whether 3GPP should provide at least one standardised security mechanism for the interface between UE and eP-CSCF in Rel-12 and adds a corresponding Editor’s note. 

1. Introduction
The purpose of the present contribution is to raise a question; it does not propose a solution. 

Clause 6.1.2 contains the following text: 

“Note that the format and validation of the authentication information passed from the WebRTC IMS Client to the eP-CSCF are considered out of scope. The authentication information can, for example, be in the form of an HTTP session cookie, a username/password input by the user, or an assertion (e.g. OAuth token) generated by an authorization server or the WWSF.”

This formulation leaves the security completely open to a potentially large variety of mechanisms that would have to be supported by the eP-CSCF, depending on agreement between vendors and customers. This could lead to a fragmentation of the market and interoperability issues. Another concern is that not all such mechanisms may provide the desired level of security. 

In order to address the above concerns it may be helpful if 3GPP provided one security mechanism for the interface between WIC and eP-CSCF. 

While it is acknowledged that the WebRTC IMS Client (WIC) is outside the remit of 3GPP, the eP-CSCF is within the remit, so this is an interface between a 3GPP-defined entity and a non-3GPP entity. 3GPP has dealt with such situations before. One example is the Tsp interface between the 3GPP-defined MTC-IWF and an SCS, where 3GPP standardised the security for Tsp. 

But one could also consider that 3GPP just provided an example security mechanism for the interface between WIC and eP-CSCF, similar to what was done with the EPS authentication algorithm MILENAGE, which has then become a de-facto standard. 
2. Pseudo CR

Start of pCR
6.1.2
Authentication of WebRTC IMS Client using web credentials

Editor’s Note: It is assumed that the user does not have access to IMS credentials and that the eP-CSCF authenticates to the IMS on behalf of the user. The user may use some other form of credentials to authenticate to the eP-CSCF.

In this scenario it is assumed that the user has a subscription with an individual IMPU but uses a web identity and authentication scheme to authenticate with the eP-CSCF. The eP-CSCF verifies the authentication information and determines the user's IMPI/IMPU. This step can be done either by the eP-CSCF itself or indirectly via some other node. Once the authentication is done the eP-CSCF performs the IMS registration on behalf of the user.

6.1.2.1
Use of Trusted Node Authentication (TNA)

The scenario is a perfect fit for the Trusted Node Authentication (TNA) specified for IMS in Annex U of TS 33.203 [5]. While TNA was specified mainly for interworking with the CS access domain, the technology is access and protocol independent. The only requirements are that the trusted node (i.e. eP-CSCF) can authenticate the user that the trusted node can provide interworking between the IMS domain and the other domain if necessary, and as the name applies, that the operator trusts the node and the authentication provided by the node.

The signalling flow for when the Trusted Node performs registration on behalf of the WebRTC IMS Client is shown in Figure 4. In this figure SIP over secure WebSocket is used between the WebRTC IMS Client and the eP-CSCF. Other protocols (e.g. HTTP RESTful or JSON over WebSocket) can also be used. The signalling between the Trusted Node and the rest of the IMS core is unchanged from the signalling flow in Annex U of TS 33.203 [5].

Note that the format and validation of the authentication information passed from the WebRTC IMS Client to the eP-CSCF are considered out of scope. The authentication information can, for example, be in the form of an HTTP session cookie, a username/password input by the user, or an assertion (e.g. OAuth token) generated by an authorization server or the WWSF. The user's IMPI/IMPU can either be extracted from the authentication information or retrieved via a database lookup or through a third party.
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Figure 6.1.2.1-1: Trusted Node performs registraton on behalf of the WebRTC client

Editor’s Note: The details of step 2 in the above figure is ffs.

NOTE:
The eP-CSCF can verify that the web-page establishing the signalling connection comes from a trusted domain by inspecting the value of Origin header. This header is inserted by the browser in the WebSocket handshake and in every HTTP request (requires the use of CORS, http://www.w3.org/TR/cors/).  
Editor’s Note: It is ffs whether 3GPP should provide a security mechanism for the interface between WIC and eP‑CSCF in Rel-12, and if so, which one. It is also ffs whether this security mechanism should be mandatory to implement, but not mandatory to use, or whether it should just be an example security mechanism. It is not intended to make it mandatory to use. The advantages of such a 3GPP-defined security mechanism for the interface between WIC and eP-CSCF would include ensuring interoperability between WICs and eP‑CSCFs and ensuring a minimum level of security. 
End of pCR

