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1
Introduction

RAN LS (RP-132115) informs that RAN has approved a new work item on Dual Connectivity for LTE and the approved WI is supposed to introduce two user plane architectures, i.e., Alternative 1A and 3C. In reply from SA in SP-130720, SA requests SA3 to include a summary of potential impacts implied by the solutions identified by RAN. This contribution presents the solution and potential impacts for the security aspects concerning dual connectivity solution 1A identified by RAN.
2
Discussion

2.1 Solution for Dual Connectivity with Distributed PDCP (Option 1A)

2.1.1

Security Key derivation
Prerequisite:

· Based on the SA3 working assumptions (cf. S3-131117), separate key to be used by the MeNB and the SeNB respectively. This implies that UE maintains more than one simultaneous AS security contexts for each eNB involved in Dual connectivity. 

· Further C-plane architecture decided by RAN, that there is no termination for the RRC protocol in the SeNB towards the UE with dual connectivity (cf. R2-134586). It is required to protect only the user plane traffic and there is no need for the RRC signalling protection between the UE and the SeNB. 
For Dual connectivity, the UE and the MeNB derives a new key (KeNB_s) using the KeNB/NH and then the MeNB forwards it to the SeNB for deriving UP traffic protection key. When the SeNB is added for the first time for the UE in RRC Connected, then the UE and the MeNB use the fresh NH value if it is available. If the fresh NH value is not available, then the UE and the MeNB use the KeNB in use for KeNB_s derivation, as shown in Figure 1. 
KeNB_S = KDF {NH, SeNB-PCI, SeNB-EARFCN-DL,…} (if fresh NH is available)

KeNB_S = KDF { KeNB, SeNB-PCI, SeNB-EARFCN-DL,…} (if fresh NH is not available)
For further KeNB_s derivation in RRC connected (like KeNB_s refresh due to PDCP wrap around, second time Scell addition, etc), it is possible to use the KeNB or NH or previous KeNB_s. 
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Figure 1: Key hierarchy in E-UTRAN

For Dual connectivity, it is possible to add the same Scell many times within the lifetime of the KeNB in use, so a mechanism is needed to avoid key stream repetition problem. In order to avoid derivation of same key stream repeatedly, the following alternatives are possible:

A. Previously derived KeNB_s to be used as one of the inputs for new KeNB_s derivation 
B. A new key fresh parameter “Nonce” to be as one of the inputs for new KeNB_s derivation
C. A key derivation count value (SeNB Counter (S-Count)) along with KeNB to be used to derive KeNB_s. S-Count to be maintained by the MeNB and incremented for every key derivation.  
Among the above alternatives, alternative A introduces additional complexities for maintaining the KeNB_s in the MeNB for further key derivation (even when the Scell is released), so it is not a preferable solution. Alternative B introduce overhead in the RRC signalling message between the MeNB and the UE to send Nonce value. Alternative C seems to be more efficient and simple alternative and would be the preferred solution. Key derivation scheme using SeNB Counter is shown in Figure 2.  
Figure 2: Key derivation scheme for Dual Connectivity.
KeNB_s derivation function:
When deriving a KeNB_s from current KeNB or from fresh NH for dual connectivity the following parameters shall be used the UE and MeNB to form the input S to the KDF.

-
FC = 0x1C

-
P0 = PCI (target physical cell id)

-
L0 = length of PCI (i.e. 0x00 0x02)

-
P1 = EARFCN-DL (target physical cell downlink frequency)

-
L1 length of EARFCN-DL (i.e. 0x00 0x02)

-
P2 = SeNB Counter (S-Count))
-
L2 length of S-Count (i.e. 0x00 0x02)

The input key shall be the 256-bit NH when the index in the signalling message increases, otherwise the current 256-bit KeNB.

Figure 3 (taken from TR 36.842, Annex G) depicts the overall signalling scheme for addition and modification of SeNB resources for dual connectivity operation along with security mechanism (highlighted in blue colour). The MeNB provides the UE EPS security capabilities list, ciphering algorithm used in the MeNB to the SeNB, to choose a ciphering algorithm, along with the KeNB_S. The SeNB chosen algorithm is indicated to the UE in the RRCConnection Reconfiguration message by the MeNB, if the SeNB selects different algorithms compared to the MeNB. The MeNB includes the S-Count value to the UE in the RRCConnection Reconfiguration message.  The SeNB derives the UP ciphering Key with the selected algorithm ID and the KeNB_S as input. The UE derives the KeNB_s using the S-Count value and derives the the UP ciphering Key with the selected algorithm ID and the KeNB_S as input. E-RAB Modification Indication S1-AP procedure fetch new NH value from MME, which will be used for next vertical key derivation or SeNB key derivation.      
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Figure 3: SeNB Addition/Modification message flow with security aspects
2.1.2

Key change on-the-fly
Since the MeNB host the RRC layer, the MeNB initiate Key change on-the-fly procedure for the KeNB_s. The MeNB initiate the Key change on-the-fly procedure, by initiating SeNB release and SeNB addition procedure for the following scenarios: local KUPenc_s refresh (SeNB request MeNB for key refresh through X2 interface, when PDCP COUNTs between the SeNB and the UE is about to wrap around) and when KeNB re-keying is performed in the MeNB. 
2.1.3

Potential Impacts

The potential impacts implied by the solution 1A are as follows:

· At UE : 

· UE derives separate key for the Scell (SeNB) and further derives corresponding UP ciphering key

· UE maintains more than one simultaneous AS security contexts for each SeNBs for Dual connectivity
· At MeNB

· MeNB derives separate key for the SeNB and forwards it to the SeNB for deriving UP traffic protection key. 
· Maintains S-Count (along with UE AS context) and sends it to UE for SeNB specific key derivation.
· MeNB responsible for Key change on-the-fly procedure for refreshing SeNB keys. 
· At SeNB

· SeNB derives UP traffic protection key
· SeNB requests the MeNB to perform KeNB_s Key change on-the-fly 
3
Conclusion:

We propose to accept the above key derivation scheme for dual connectivity, and incorporate section 2 of this contribution in a living document. Further we request SA3 to include the above potential impact section, in the reply LS to SA.
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