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1.

Introduction

One approach under study for providing security in PWS is the implicit certificate approach. 
Editor’s notes requesting clarifictions on several aspects including contents of the update message, its operation remain. This contribution seeks to provide further details on these aspects.
2.
CA Update message
In the implicit certificate approach a PWS message is used as a means of updating the list of CAs and associated public keying information. The update message is transmitted to UEs in the same manner as warning related PWS messages and contains the identifier of the CA (CA-ID) being added/invalidated and the associated public key. 

When an update message is received if the CA-ID is already stored by the UE then the received public key information is used to overwrite the associated public key. If the CA-ID does not identify an existing CA then a new CA-ID and associated public key are recorded by the UE.
With this approach new CAs are explicitly added however revoking one is accomplished by overwriting the associated public key with an invalid sequence.

Alternatively, as shown in Figure 1, an Update Message Type Indicator could be added to the update message to explicitly signal the addition or removal of a CA and associated public key.
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Figure 1: PWS CA update message format
In this case when an update message is received the Update Message Type Indicator (UMTI) is first checked. 

If the UMTI indicates the addition of a CA then the UE checks if the CA-ID is already stored. If it is not then the CA-ID and associated public key are added, otherwise the update message is discarded.

If the UMTI indicates the removal of a CA then the UE checks if the CA-ID is already stored. If it is then the CA-ID and associated public key are removed, otherwise the update message is discarded.
In addition to facilitating the update of the CA list, the UMTI could potentially also be used as the basis for revoking an individual PWS message signer. In this case the signalled public key is of the PWS message signer to be revoked. If the UMTI indicates the revocation of a PWS message signer, then the UE checks if the signalled public key has been stored previously. If so the update message is discarded, if not then the public key is added to a list of revoked PWS message signers.
3.
Update Procedure
As part of the update procedure a UE must receive two copies of the update message from different CAs and consequently using different certificates. The purpose of this is to avoid having a single point of failure,
However without an additional safeguard a UE could be locked out of accepting further CA updates if the number of CAs in its list is reduced to one. This can be addressed by requiring there always be at least 2 CAs. This means if UEs have 2 CAs a third must be added before revoking one becomes possible.
4.
Automatic Network Timing
Although an automatic network time such as NITZ would provide a means of time synchronization between the UE and network, whether such a mechanism is available is network dependent and therefore should not necessarily be assumed for PWS.
5.
Conclusion
This proposal provides additional details on the implicit certificate approach.

It is kindly proposed SA3 include the changes in the associated pCR reflective of these details be included in TR33.869.
































































































































































































































































