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Abstract of the contribution:
Evaluation clause for solution 6,7,8, and 9 (clause 7.10) are added and a combined conclusion on non-3GPP network impacting solutions is given.
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***CHANGE 1

8.6
Evaluation of solution 6

8.6.X
Conclusion on non-3GPP network impacting solutions

PWS security has been studied in SA3 in TR 33.869. In SA3#73 and #72 clear statements to not make use of security functionality provided by the 3GPP operator network and therefore to narrow the solution scope accordingly. SA3#73 had several proposals for concluding the TR within this scope. Thus, the solution scope can be narrowed to 6-9 considering the means against circumvention attacks. A combined conclusion on non-3GPP network impacting solutions is given in Section 8.Y.
***CHANGE 2

8.7
Evaluation of solution 7

8.7.X
Conclusion on non-3GPP network impacting solutions

PWS security has been studied in SA3 in TR 33.869. In SA3#73 and #72 clear statements to not make use of security functionality provided by the 3GPP operator network and therefore to narrow the solution scope accordingly. SA3#73 had several proposals for concluding the TR within this scope. Thus, the solution scope can be narrowed to 6-9 considering the means against circumvention attacks. A combined conclusion on non-3GPP network impacting solutions is given in Section 8.Y.
***CHANGE 3

8.8
Evaluation of solution 8

8.8.X
Conclusion on non-3GPP network impacting solutions

PWS security has been studied in SA3 in TR 33.869. In SA3#73 and #72 clear statements to not make use of security functionality provided by the 3GPP operator network and therefore to narrow the solution scope accordingly. SA3#73 had several proposals for concluding the TR within this scope. Thus, the solution scope can be narrowed to 6-9 considering the means against circumvention attacks. A combined conclusion on non-3GPP network impacting solutions is given in Section 8.Y.
***CHANGE 4
8.Z
Evaluation of non-PKI infrastructure solution in Section 7.10 based on signing proxy
8.Z.X
Conclusion on non-3GPP network impacting solutions

PWS security has been studied in SA3 in TR 33.869. In SA3#73 and #72 clear statements to not make use of security functionality provided by the 3GPP operator network and therefore to narrow the solution scope accordingly. SA3#73 had several proposals for concluding the TR within this scope. Thus, the solution scope can be narrowed to 6-9 considering the means against circumvention attacks. A combined conclusion on non-3GPP network impacting solutions is given in Section 8.Y.
***CHANGE 5
8.Y
Conclusion on non-3GPP network impacting solutions
Solution 6 and 7 for PKI based approaches and Clause 7.10 for a non-PKI based approach are considered with respect to key issues necessary to evaluate
.

The choice of the digital signature scheme and infrastructure is determined by the required security level, the length restrictions as well as architectural, organisational, and trust considerations in the regulatory domain. Different regulators may have different views on the required security level and trust relations in the regulatory domain, e.g. among different government agencies. 

Therefore several options for solutions for different limitations are listed in the following. Solution options are based on the following key issues that are seen as necessary to make a decision on PWS security mechanisms:

· Distribution of PWS root keys to UEs and their management

· Security information and length restrictions in warning messages and related infrastructure considerations
· Choice of cryptosystem
· Mitigation of PWS security circumvention attacks, in particular in the case of roaming and limited service state situation

These key issues are mainly orthogonal in the sense that a solution for a key issue can be selected largely independently of solutions for the other key issues. This is less true for the last two key issues, because solution selection may depend on the assumptions made. Details to each key issue can be found in the relevant 
sections of the TR. 

The following options are possible, under the fulfilment of the set of requirements given in the beginning of the conclusion section, and depending on the possible length restrictions as described above:

· If PWS security for ETWS with primary notifications needs to be supported over all RANs, then the security field length<75 bytes applies and possible choices identified in this TR are the usage of a PKI with implicit certificates using ECQV, or, without certificates, by using a signing proxy with raw public keys. A signing proxy solution can operate under the given length restriction with both, ECDSA or ECQV. Note, within this length restriction ECQV can only be supported with 112 bit security strength. 
· If PWS security for ETWS with primary notifications needs to be supported over E-UTRAN and UTRAN, i.e. not over GERAN, then the security field length<210 bytes applies and possible choices identified in this TR are the above + possibly ECDSA certificates with a slimmer X.509 version, not yet defined by 3GPP.
· If ETWS primary notifications are supported over any RAN, but without PWS security, no length restrictions apply for any other PWS warning notification. Possible choices identified in this TR are the above + possibly ECDSA certificates with X.509 format.
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