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4
Security requirements of PWS

Requirements for PWS and PWS Security identified by SA1 are specified in 3GPP TS 22.268 [2]. The requirements for PWS Security are optional since there are regions and countries that do not require this functionality. 
Of special interest for the PWS Security work are:

· clause 4.6.4 on Enabling and disabling of Warning Notifications and 
· clause 4.8 on Security Requirements. 
Additional potential requirements for PWS Security identified by SA3 are as follows:

-
The PWS circumvention attack shall be mitigated.
- 
A solution for PWS security should support all or a subset of the warning systems defined by 3GPP, i.e. ETWS, CMAS, KPAS, EU-Alert.
- 
PWS warning messages should be protected by a digital signature. 

- 
The digital signature shall be applied by an entity in the regulatory domain. 

-
The digital signature is verified in the PWS security-enabled UE with the help of at least a root key.

-
The security information in the warning message is transparent to the 3GPP operator network and remains unchanged during the transport of the warning message from the regulator domain to the UEs. 

-
The warning message should contain security information in addition to the digital signature, such as identifiers or parameters for providing replay protection. 

-
The cryptographic security level should be preferably at least 128 bit for being future proof beyond 2030.

- 
For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet the security requirements listed above.
Editor's Note: The above requirement need further clarification.

-
The authentication solution should be robust against errors in the key distribution and overload so that genuine messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.

-
If the UE has not been configured for PWS message security, PWS warning messages shall always be presented to the PWS application on the PWS-UE.

-
The result in evaluating the authenticity/integrity of the Warning Notification should be provided to the receiving PWS application on a PWS-UE. Depending on the national regulation the user may have access to this information from the PWS application (the mechanism to specify this preference is out of scope of the present document).

-
There shall be a mechanism to indicate to the PWS-UE which credential is to be used for the verification of the integrity or the authenticity of the Warning Notification.

-
The origin and integrity of the public key to verify signed warning messages shall be ensured when the public key is made available to the UE.

-

NOTE:
SA3 has agreed on the working assumption that SIM subscribers are excluded from PWS Security. 

