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Abstract of the contribution: This contribution analyzes the security threat- Threats from the internal attacks and requirement- internal attacks prevention on MME.
Introduction  
This contribution analyzes some of the security threats and requirements on MME. Typically, MME is maintained both under operator’s control and under vendor’s control (or even 3rd party control). Then how to counter for the risks of an malicious employee i.e. the User is an important factor.
Analysis
[bookmark: OLE_LINK4]An attacker (internal or external) is interested in MME assets such as its network signalling or stored data (e.g. network management data, interface configuration data etc.). So the following security threat can be brought by the attacker:
Threat from the internal attacks: The malicious employee or his/her co-worker misuses the network access and management authorization to attack MME.
From the above security threat, the following security requirements shall be needed:
1) Adequate access control mechanisms, at both OS level and at Application(s) level.
2) The log and audit function shall be supported and be turned on to record the operations on MME, at both OS level and at Application(s) level.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3]Proposal
It is proposed to add the analysis below to TR 33.8xx.
pCR 
***	BEGIN CHANGES	***
X Security threats and requirements on MME
X.1 Security threats on MME
X.1.1 T1 Threat from the Internal attacks 
	Threat Reference: to be done later 
-	Threat Category: to be done later 
-	Threat Description: The malicious employee or his/her co-worker misuses the network access and management authorization to attack MME.
-	Asset: MME data and traffic such as network management data, interface configuration data, mobility management data, OS and application software, hardware.
-	Risk: MME can not work correctly and/or critical information (e.g. configuration information) disclosure.
-	Security Objectives: strong user identificationt shall be reinforced and the log functions shall be supported.
X.2 Security requirements on MME 
X.2.1 R1 Security requirement for T1: Internal attacks prevention 
-	Requirement name: internal attacks prevention
-	Requirement reference: to be done later
-	Requirement Description: 
1) R1-1:  Each User must be strongly authenticated and uniquely identifiable.
2) R1-2: The log and audit function shall be supported and be turned on to record the operations on MME.
Editor note: it is ffs whether we need to list what actions should be logged and this may be in another document later.
3)  R1-3: The operation authorization of MME users should be defined.
-	Threat reference: T1
-	Test case: 
1) Whether it is possible for two different, separated individuals to easily get access to the same user account, at:
a) OS level
b) Application(s) level
2) Check if MME supports the log function, that the log function has been turned on, and that the following actions are logged (at OS level and at Application(s) level):
a) login and log out；User id and time stamp
b) (FFS)
c) (FFS) 
3) Whether it is possible for MME users to get undefined/unauthorized operation permission.
-	Requirement evidences: A document in free form describing: the personnel management, the deployment environment of MME which events were generated, and the output from the log reader.


***	END OF CHANGES	***
 
