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Abstract of the contribution: This contribution proposes a detailed network assisted security algorithm negotiation procedure for one-to-one communication.
1. Introduction

In TR 33.cde v0.3.0, a direct security mode command procedure without the network assistance between UE1 and UE2 was proposed in section 6.4.1.4.4. In this solution, the selected algorithm cannot be controlled by the operator.
This contribution proposes a security algorithm negotiation procedure with the network assistance, which corresponds to the solution C4 in TR 23.703 v0.8.0 section 6.2.4.

2. Discussion
The proposed Network assisted security algorithm negotiation procedure is described in the following Figure 1, where MME1 is the serving network Entity for the UE1, and MME2 is the serving network Entity for the UE2. It is assumed that UE1 /UE2/ has already been attached to MME1/MME2 respectively.  
The basic idea is that the algorithm was selected by the network, i.e. MME1 and MME2, based on the UE supported security capabilities and the allowed system security capabilities. Then, the network distributes the selected algorithms to UE1 and UE2. This solution has the following advantages:

1. Network Control: The algorithm negotiation is controlled by the network side instead of the UE side according to the operator’s policy in a more efficient way; 
2. Privacy:  UE2 does not need to send its algorithm information to UE1 during the algorithm negotiation; hence, the privacy of UE2’s security capabilities is protected from leaking to other UEs;
3. Complexity: The security of this negotiation procedure is based on the LTE security mechanisms, e.g. NAS, NDS mechanism; therefore, additional confidentiality and integrity mechanisms are not needed.
4. Fairness: The algorithm is negotiated on the network side, thus neither UE1 nor UE2 has the priority to determine the final algorithm.
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Figure 1: Network assisted algorithm negotiation for one-to-one communication
The procedure of the solution in Figure 1 is described as follows:
1. UE1 sends the Request message to MME1 in a NAS message, which is protected by NAS security mechanism;
2. MME1 generates Ordered Algorithm List 1 based on UE security capabilities of the UE1 and the configured allowed list of security capabilities of MME1;
3. MME1 sends the Ordered Algorithm List 1 to MME2, which is protected by NDS mechanism; 
4. MME2 generates Ordered Algorithm List 2 based on UE security capabilities of the UE2 and the configured allowed list of security capabilities of MME2;
5. MME2 selects the algorithm based on Ordered Algorithm List 1 and Ordered Algorithm List 2;
    Notes: If there isn’t a common algorithm between ordered algorithm List 1 and ordered algorithm List 2, a default algorithm shall be selected.
6. MME2 sends the Selected Algorithms to UE2 in a NAS message, which is protected by NAS security mechanism;

7. After receiving the Selected Algorithms, UE2 sends the Response message to MME2;
8-9. MME2 sends the Selected Algorithms to UE1 via MME1 which is protected by NDS/NAS security mechanism;


Therefore, both UE1 and UE2 complete the security algorithm negotiation procedure.
3. Proposal:

It is suggested that the following changes are agreed by SA3:.
· * * * * Start of 1st Change * * * *
6.4.x   Solution: Network assisted algorithm negotiation for one-to-one communication
6.4.x.1   General
The proposed Network assisted security algorithm negotiation procedure is described in the following Figure 6.4.x.1, where MME1 is the serving network Entity for the UE1, and MME2 is the serving network Entity for the UE2; It is assumed that UE1 /UE2/ has already been attached to MME1/MME2 respectively.  

The basic idea is that the algorithm was selected by the network, i.e. MME1 and MME2, based on the UE supported security capabilities and the allowed system security capabilities. Then, the network distributes the selected algorithms to UE1 and UE2.
6.4.x.2   Procedure
The procedure of the solution described in Figure 6.4.x.1 is described as follows:
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Figure 6.4.x.1: Network assisted algorithm negotiation for one-to-one communication
1. UE1 sends the Request message to MME1 in a NAS message, which is protected by NAS security mechanism;

2. MME1 generates Ordered Algorithm List 1 based on UE security capabilities of the UE1 and the configured allowed list of security capabilities of MME1;
3. MME1 sends the Ordered Algorithm List 1 to MME2, which is protected by NDS mechanism; 
4. MME2 generates Ordered Algorithm List 2 based on UE security capabilities of the UE2 and the configured allowed list of security capabilities of MME2;
5. MME2 selects the algorithm based on Ordered Algorithm List 1 and Ordered Algorithm List 2;
    Notes: If there isn’t a common algorithm between ordered algorithm List 1 and ordered algorithm List 2, a default algorithm shall be selected.

6. MME2 sends the Selected Algorithms to UE2 in a NAS message, which is protected by NAS security mechanism;

7. After receiving the Selected Algorithms, UE2 sends the Response message to MME2;
8-9. MME2 sends the Selected Algorithms to UE1 via MME1, which is protected by NDS/NAS security mechanism;



Therefore, both UE1 and UE2 complete the security algorithm negotiation procedure.

* * * * End of Changes * * * *
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