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Abstract of the contribution: Description of key issue; adding threats and first ideas, which could lead to requirements.
6
Key Issues
6.X
Key Issue #X:   Group key compromise

6.X.1
Key issue details

Group communication is accessable to authorized users only. A user is authorized to participate in a group by holding a group key. If this group key gets compromised, group communication is not confidential anymore.
6.X.2
Threats 

Possible threats if a group key is compromised include:

- unauthorized listening to group communication

- pretending to be a group member and distributing wrong data to the others (via GCSE AS) by using the compromised group key

6.X.3
Security requirements

Editor’s Note: FFS if the following leads to requirements: Different group key levels (priviledges)? Storage and handling of MSK on UICC needed (GBA_U)? Study what the differences to MBMS security model are. Is GBA_U of any advantage in GCSE threat model?
6.X.4
Solutions
Editor’s Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.
6.X.5 
Evaluation

