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SA3 needs to take decisions on security for GCSE_LTE WID. The following discussion paper summarizes the idea of GCSE and discusses the security options feasible for Rel.12.
Discussion paper: GCSE security focus in Rel.12
Summarizing the WID GCSE_LTE
TS 22.468 has collected the requirements as relevant to improve the EPC and E-UTRAN for system enablers to the 3GPP system to support Group Communication over LTE for Public Safety and Critical Communication.

TR 23.768 captures the results of the study and evaluation of possible solutions for architectural enhancements to support Group Communication System Enablers for LTE (GCSE_LTE). Specifically, GCSE_LTE covers the following aspects:

· Group Communication (GC) among entitled group members via E-UTRAN;

· Group Communication (GC) among entitled group members using E-UTRAN and 
members of the same group using ProSe communication paths via a ProSe UE-to-Network Relay;

· The relationship between ProSe and GCSE for GCs.

The functional descriptions of "ProSe communication paths via ProSe UE-to-Network Relay" and "ProSe GCs" are defined in 3GPP TR 23.703.
SA3 has started the WID on GCSE_LTE security. The TR (latest version in S3-131129) collects a first set of key issues related to security. In general, the TR is supposed to study the security aspects of the Group Communication Service Enabler for LTE (GCSE_LTE) and give an evaluation of possible technical security solutions supporting such Enabler. 
Based on the work done in 3GPP TS 22.468 and 3GPP TR 23.768, the objectives of the SA3 GCSE_LTE TR are to identify the threats and deduce security requirements, develop GCSE_LTE security solutions, and determine which solution(s) from the present document (Study/TR phase) should be converted into normative specifications.

What does the GCSE service enabler do?

Very simply spoken, the GCSE_AS wants to use the services of 3GPP to enable group communication between UEs. GC2 is the interface between the two the 3GPP operator domain and the Public Safety application service domain. GC1 is needed for management purposes between GCSE_AS (in the following called AS) und UE depending on the set of 3GPP services used and out of scope of 3GPP Rel.12.
What kind of services from 3GPP would AS like to use? This may be a wishlist and not part of Rel.12. See also the discussion paper from CSEG / HO(UK) on a unified PPS approach. 
Thus, for Rel.12 it makes sense to start from the network point of view. I.e. what are the services that 3GPP can offer or expose to GCSE_AS? 
· Group Communication as described in 23.768

· Multicast Service at transport layer by MBMS 
· MBMS security
· MBMS security group management

Only the latter two are in the scope of SA3. 

MBMS is a 3GPP system network bearer service over which many different applications could be carried. MBMS security provides the security procedures of the Multimedia Broadcast/Multicast Service. The actual method of protection is defined in TS 33.246. 

From the 3GPP perspective, MBMS is a transport layer service, while MBMS security provides integrity and confidentiality at the application layer using SRTP (or OMA DRM DCF). However, from GCSE_LTE enabler WID context, it is currently only distinguished between GCSE_AS as providing application layer services and MBMS providing transport layer services. 
Thus, MBMS security is “in-between” the two though above transport layer. We call it “MBMS security layer”. Thus, GCSE_AS could rely on MBMS security or provide its own AS security, or have a part of the security functions performed at the MBMS layer and another at the AS layer. “AS security” then would not be in the 3GPP scope even if AS security would re-use much or all of MBMS security functions. 
Using both, AS security and MBMS security, seems undesirable as it would result in SRTP over SRTP, which seems an undesirable protocol option. 

Thus, a clear separation between transport services, security services, configuration/group management services, and other application services seems required. 
The following figure shows the BM-SC functional structure as specified in TS 23.246. The BM-SC Membership function provides authorization for UEs requesting to activate an MBMS service and may have subscription data of MBMS service users. The Membership Function is an MBMS bearer service level function, but it may also provide user service level functions e.g. membership management etc. MBMS user services may use the Security functions for integrity and/or confidentiality protection of MBMS data. The MBMS Security function is used for distributing MBMS keys (Key Distribution Function) to authorized UEs.
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Figure: TS 23.246 - BM-SC functional structure

In case of GCSE, AS becomes the content provider or interfaces with a content provider. If AS also supports security, AS needs to provide SRTP packets to BM-SC Session and Transmission function. If AS relies on MBMS security of the operator network, AS needs to provide RTP packets and requests the Security function of BM-SC.

For a clear separation of 3GPP services and the GCSE service enabler, it must be clearly specified, what functionality GCSE_AS comprises.
What can SA3 achieve in Rel.12

Time is very limited and SA3 should make a clear priority list similar to what has happened for GCSE in SA#61 plenary. 
The following table shows, what TR23.768 concludes (left side) and what could be security related issues (right side):
	
	SA2 TR 23.768 

Conclusion section 8, decisions for rel.12
	SA3 impact
GCSE_LTE security relevance (first draft of thoughts)

	1
	-
The GCSE_LTE applications will use a mix of Unicast and eMBMS bearers. Any evolution of eMBMS or unicast bearers in rel-12 is assumed to be mostly impacting RAN layers only.
	none

	2
	-
In Rel-12 no UE-to-GCSE_LTE application-specific interface will be standardized by 3GPP (SP-130506). 
3GPP still need to decide how TMGIs and associated security credentials are allocated. As no specification impact is expected, in Rel-12 some application developer guideline will be provided to document the kind of information applications and UE's need to exchange to use the unicast and the eMBMS bearers correctly. 
	No GC1 interface standardization, still TMGI and associated security credentials need to be allocated, thus SA3 relevance!

SA3 needs to decide or to discuss the options

Who provides group ID and how linked to TMGI?

Who provides security credentials?

Who maps user id (IP addresses of UEs) to TMGI?

What is in the authority of the AS?

What is in the authority of the BM-SC?

What information exchange via GC2 is needed for this?



	3
	-
GCSE_LTE applications interact with the BMSC to enable for specific GCSE_LTE groups the establishment of eMBMS bearers for specific distribution areas, and with specific QoS level for specific IP flows. 
The BMSC provides the applications with the eMBMS service information for the various GCSE_LTE groups using eMBMS. As such, in Rel-12 it is expected the GC2 interface shall be standardized. 
	GC2 interface:AS-BM-SC interaction

What is the security information that BM-SC needs to provide together with the eMBMS service information for the various GCSE_LTE groups using eMBMS?

	4
	-
Multiple GCSE Groups may be multiplexed on the same eMBMS bearer.
	RAN issue? No SA3 relevance

	5
	-
The media distribution in DL for unicast is on SGi (no GC5 required).
	SGi (between BM-SC and MBMS-GW)

If security is used, media distribution is SRTP packet

	6
	-
GC3 shall be the M1 interface.
	M1 interface between MBMS-GW and eNB

No security impact: if SRTP packets, they will be just send through

	7
	-
The functionality required to support the MUSE function is assumed to be split between the BMSC and the MBMS GW. Due to GCSE there are no (or only limited if any) expected change on the MBMS GW  and on SGmb _
	MBMS is at transportation layer, MBMS security layer is above it and should use MBMS as it exists

	8
	-
GC4 is the Sm interface 
	Sm interface: reference point for the control plane between MME and MBMS GW.


	9
	-
It is up to the application layer to deal with packet loss / duplication / not in sequence delivery of packets (e.g. related with switching between point-to-point and eMBMS delivery). 
	ffs

	10
	- 
It is assumed that the GCSE AS is not associated to any specific PLMN from an ownership standpoint, and it can access PLMN resources via SGi+Rx (When using unicast bearers) and GC2(when using Multicast bearers). 
	If AS can access PLMN resources via SGi+Rx and GC2, how is this secured?

	11
	- 
The SGi interface can be offered in LBO mode or home routed mode. 
	none

	12
	- 
The Rx is supported in the HPLMN (whether  SGi is in Home routed or LBO mode). 
	none

	13
	- 
The GC2 is offered only by the serving PLMN in this release of the specifications. 
Editor's Note: it is FFS if any method based on a single GC2 interface with the Home network and eMBMS roaming will be required to be standardized in this release
	none

	14
	- 
The PLMN ID of the serving PLMN and the HPLMN ID needs to be provided to the GCSE AS when serving  PLMN ID changes so the GCSE-AS can select the right Rx and GC2 connections. This happens via a GCSE registration or re-registration procedure.
	For AS to select the right Rx (unicast) and GC2 (multicast), it needs to always know the correct combination, i.e. 

“PLMN ID of the serving PLMN” + “HPLMN ID” 

Do we need to secure here?



	15
	- 
The GCSE AS needs to be configured with the IP addresses or a FQDN of the contact points for Rx and GC2. The GC2 contact points need to be configured per PLMN ID, while the Rx is a single value per user, associated to the HPLMN ID. 
	GC2 contact point – configured per PLMN ID

Rx contact point – single vaue per user, associated to HPLMN ID

	16
	- 
If for a PLMN ID there is no GC2 contact point configured, the GCSE AS can only offer unicast-based group services for the related PLMN.
	none

	17
	- 
PLMN selection procedures are not affected by GCSE. The list of preferred PLMNs in the USIM and the forbidden PLMNs by the HPLMN may however be customized if the GCSE application requires to only access to eMBMS capable PLMNs with which an agreement to use eMBMS is in place (i.e. PLMN's for which there is a GC2 contact point).
	none

	18
	-
The eMBMS service information (i.e, USD) is exchanged over the GC1 interface. Exchanging USD over GC1 requires the GCSE AS to fetch the USD from the BM-SC over the GC2 interface.
	If AS needs to fetch USD from BM-SC, GC2 interface shall be secured (NDS)


GCSE security proposal for Rel.12
Broadcast/multicast service is used by 3GPP, different options for the function split between AS and MBMS security layer regarding group management and security can be foreseen. Thus, one of the following can be used, but must clearly be indicated to the 3GPP system in order to avoid e.g. double encryption or duplicated group management. 
Option A

· use non-3GPP standard GCSE group management, key distribution, and security by GCSE_AS 
Option B

· use non-3GPP standard GCSE group management and service key (MSK) distribution by GCSE_AS; 
· use the part of MBMS security relating to traffic key (MTK) distribution and media protection by BM-SC in 3GPP system

Option C


· use non-3GPP standard GCSE group management by GCSE_AS; 
· use MBMS security relating to service key (MSK) and traffic key (MTK) distribution and media protection by BM-SC in 3GPP system

Option D


· use the full MBMS security by BM-SC in 3GPP system, as defined in TS 33.246.

Discussion: 

We propose that at the end of SA3#74 we have decision on that the above mentioned options are the one to select from: 

We believe options A-D are the right options. How to select among these options?

Since it seems to be a clear demand from the Public Safety community that group management is under GCSE_AS authority, option A should be supported. But, for 3GPP to specify GCSE security, at least one of Options B, C, D should be supported in addition.
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