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This contribution updates the proposed IDENTITY solution for security for ProSe communications.
Discussion

The submission describes how the IDENTITY solution may be applied to ProSe communications, including how public safety UEs are provisioned, how group keys are distributed by a group manager and how communications are secured whether generated by a public safety UE or a central entity.
The submission updates the IDENTITY group communication solution for ProSe submitted at the previous meeting based on feedback received, and aligns the solution precisely with the proposed solution for GCSE security.
The submission has been altered as follows:

· A definition for IDENTITY has been added.

· Requirements have been removed as these are covered elsewhere

· Discussion of a Group Security Context has been removed. Now the solution refers to a Group Session Key.

· An architectural diagram has been added along with description

· Configuration and provisioning process has been updated with more detail. The associated editor’s note has been removed.
· A section on local key storage has been added.

It is proposed that SA3 accept the following pCR for inclusion in the TR
Proposed pCR
*******START OF FIRST PROPOSED CHANGE FOR PROSE TR*********
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

.
ProSe Application Identity: An identity identifying application related information for the ProSe enabled UE. There can exist more than one ProSe Application Identities per UE.
ProSe Application Key: A key associated with a ProSe Application Identity, meant to be used for restricted discovery.
ProSe Discovery:  A process that identifies that a ProSe-enabled UE is in proximity of another, using E-UTRA (with or without E-UTRAN) or EPC.

ProSe direct discovery: A procedure employed by a ProSe-enabled UE to discover other ProSe-enabled UEs in its vicinity by using only the capabilities of the two UEs with rel.12 E-UTRA technology. 

EPC-level ProSe discovery: a process by which the EPC determines the proximity of two ProSe-enabled UEs and informs them of their proximity. 
ProSe UE-to-Network Relay: is a form of relay in which a Public Safety ProSe-enabled  UE acts as a ProSe E-UTRA communication relay between a Public Safety ProSe-enabled  UE and the ProSe-enabled network using E-UTRA.

ProSe UE-to-UE Relay: is a form of relay in which a Public Safety ProSe-enabled UE acts as a ProSe E-UTRA Communication relay between two other Public Safety ProSe-enabled UEs.

ProSe-enabled UE: a UE that fulfills ProSe requirements for ProSe Discovery and/or ProSe Communication. Unless explicitly stated otherwise, a ProSe-enabled UE refers to any ProSe-enabled UE (i.e. Public Safety or not).

ProSe Communication: A communication between two or more ProSe-enabled UEs in proximity by means of a ProSe Communication path. Unless explicitly stated otherwise, the term "ProSe Communication" refers to any/all of the following: 

-     ProSe E-UTRA Communication between only two ProSe-enabled UEs; or 

-     ProSe Group Communication or ProSe Broadcast Communication among Public Safety ProSe-enabled UEs; or

· -     ProSe-assisted WLAN direct communication
ProSe Broadcast Communication: a one-to-all ProSe E-UTRA Communication, between all authorized Public Safety ProSe-enabled UEs in proximity, by means of a common ProSe E-UTRA Communication Path established between these UEs.

ProSe Group Communication: a one-to-many ProSe E-UTRA Communication, between more than two Public Safety ProSe-enabled UEs in proximity, by means of a common ProSe E-UTRA Communication path established between the Public Safety ProSe-enabled UEs.

ProSe UE Identity: A unique identity allocated by EPS which identifies the ProSe enabled UE. It can be assigned to a UE at any moment in time for a configurable duration, can be stored at the UE, but its value cannot be assigned by the user, and is subject to operator assignment and re-assignment.
Proximity: proximity is determined ("a UE is in proximity of another UE") when given proximity criteria are fulfilled. Proximity criteria can be different for discovery and communication.
IDENTITY: a solution for transferring information securely using the identity of the end-point to encrypt the data and the identity of the initiator to sign the data. As such, no information need be shared between end-points prior to secure communication.

Editor’s Note: The above definitions need to be checked for alignment with SA1 and SA2.  

**********END OF FIRST PROPOSED CHANGE ***********

*****START OF SECOND PROPOSED CHANGE FOR PROSE TR*******
6.3.1.3
IDENTITY Group Communications

6.3.1.3.1
General
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Figure 6.3.1.3.1-1: IDENTITY security architecture for ProSe
Figure 6.3.1.3.1-1 describes the IDENTITY security architecture for ProSe. The architecture uses the IDENTITY public safety solution to distribute group keys and authenticate group communications. At the top of the diagram, a public safety UE is provisioned by a KMS with key material associated with its identity. If required, GBA is used to bootstrap the security of the connection between the UE and the KMS. The KMS also provisions the Group Manager with keying material for the identity of groups which it manages (for ad-hoc groups where the group manager is a UE, the group identity may be equivalent to the identity of the public safety UE). 

The Group Manager is responsible for distributing Group Master Keys (GMKs) to UEs within the group. The group manager is able to perform this operation without the support of other network elements as it may transmit the GMK directly via a unicast transmission to the public safety UE, secured using the public safety UE identity.

The natural management mechanism for large groups of UEs is a centralised architecture with groups managed and rekeyed by a group manager located in a central server. This allows efficient GMK distribution using unicast transmissions.  
However, this approach does not support all group communications requirements. For example, centralised architectures cannot operate without network connectivity, cannot support the dynamic setup of groups and cannot support ‘Out-Of-The-Box’ group communications. As a result, the IDENTITY solution provides two GMK distribution solutions. A ‘standard’ solution for large groups, and a more flexible ‘ad-hoc’ solution to meet the more dynamic requirements.These solutions are described in Section 6.3.1.3.3.
Once a Group Master Key has been shared, UEs are able to setup direct group communications. The initiating UE generates, encrypts and transmits a Group Session Key (GSK) to the group members. This transmission is encrypted using the GMK and authenticated, allowing the origin of the transmission to be verified. The Group Session Key is then used to protect data transmitted directly between UEs. Communication security is described in Section 6.3.1.3.2.
6.3.1.3.2
Group Communications using IDENTITY

6.3.1.3.2.1
General

The following security procedures apply to all group communications, regardless of type. A group communication is a ‘one way’ communication (as the number of recipients may be too large to support a two-way protocol). The group communication is encrypted using a session key. This session key is transferred to group members encrypted under a Group Master Key (GMK). The group communication is signed by the communication initiator to authenticate the speaker.

6.3.1.3.2.2
Configuration for Group Communications

Each public safety UE needs to be periodically provisioned with keys corresponding to the UE’s public safety identity. The key will be used to sign and decrypt group messages.

To obtain the keys, the public safety UE contacts its KMS (the address of which has been pre-configured). If security credentials have already been agreed between the KMS and UE (e.g. due to a previous GBA connection, a secure IMS tunnel or pre-provisioned parameters), an HTTPS connection is established using these credientials and the keys corresponding to the UE identity are provided to the UE by the KMS over this secure connection.
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Figure 6.3.1.3.2.2-1: Bootstrap architecture for IDENTITY Provisioning
Otherwise, the KMS acts as a NAF and directs the UE to perform a GBA bootstrapping procedure as described in TS 33.220 [6] and depicted in Figure 6.3.1.3.2.2-1. To achieve this, a BSF and the UE’s HSS is used. As a result of this procedure a shared key, Ks, is established between the KMS and UE and is used to protect the HTTPS connection described above. 

Should keys need to be updated, a GBA push procedure may be started by the KMS to establish a connection between the KMS and the UE for key transfer.
Prior to group communication, a Group Master Key (GMK) distribution mechanism shall be used by a Group Manager to distribute a GMK to each UE within the group. The GMK will be used to provide the root-of-trust for the confidentiality of the group communication. 

6.3.1.3.2.3
Security Procedures for Group Communications

Figure 6.3.1.3.2.3-1 shows the security procedures for one group communication using IDENTITY authentication.
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Figure 6.3.1.3.2.3-1: A Group Communication

The procedure in Figure 6.3.1.3.2.3-1 is now described step-by-step. Initially, Group UE 1 generates a Group Session Key (GSK) and transmits it to the UE group as follows. A signalling network may be used, or transmissions may be direct.

1. UE 1 notifies the group that it is about to begin a group communication. As part of this message, UE 1 encapsulates the group session key within a MIKEY message in Pre-Shared-Key (PSK) mode, as specified in RFC 3830 [14]. The pre-shared key shall be the Group Master Key (GMK) and shall be denoted by a key identifier. The MIKEY message is signed using the (key associated with the) identity of UE 1 by attaching a ECCSI SIGN payload, as defined in RFC 6509 [12] and RFC 6507 [15].

NOTE: This message may be pre-generated to increase the efficiency of the communication.

2. Each member of the group uses the key identifier to find the GMK used by UE 1 and extracts the Group Session Key. UE 1 uses the group session key to secure the group communication. 
NOTE: Steps 1 and 2 may be contained within a single transmission. 

These security procedures are independent of the security of the transmission path used to transfer the group communication notification and the group communication itself. It is assumed that a mechanism exists for transferring group communications to group members.

In some group communication scenarios, a group peering entity is used to manage the group communication. If this entity requires access to the group communication to fulfil its function, it must be treated as a member of the group and have access to the Group Master Key.
6.3.1.3.2.4
Key Storage
It is assumed that the UE includes a secure storage. The secure storage may be realized on the ME or on the UICC and should be used to store the key material provisioned by KMS and the Group Key. 
6.3.1.3.3
Group GMK Distribution using IDENTITY

6.3.1.3.3.1
General

A requirement for secure group communications is to be able to distribute a Group Master Key (GMK) around group members. This section provides two mechanisms for distributing GMKs that are designed to meet a range of use cases. The use of the IDENTITY solution is essential to achieving the security and functionality required.

The two mechanisms are:

· Standard GMK distribution (Network/Group-Owner)

· Ad-hoc Group GMK distribution

Standard GMK distribution is designed to efficiently support large groups. GMK distribution is performed by the network or by a privileged UEs. On the other hand, ad-hoc Group GMK distribution is designed to provide a more flexible solution, supporting dynamic groups and UE groups which may never connect to network infrastructure

6.3.1.3.3.2
Standard GMK distribution using IDENTITY

6.3.1.3.3.2.1
General

Standard GMK distribution is a centrally-managed GMK distribution service. The distribution process is run by a Group Manager. The group manager is trusted by the group to manage the group, and in-particular, update the GMK. GMK distribution messages are signed using the (key associated with the) group identity, which is provisioned to the group manager. In this way, the group manager’s messages are authenticated.

The aim of the solution is to provide an efficient mechanism for distributing GMKs for large groups. It is intended that this solution should apply in the majority of use-cases. The solution may also operate independently of the network. For example, the Group Manager may be a privileged UE (such as a Group Owner).

The solution provided is independent of the transport mechanism for GMK distribution. In some cases, GMKs may be distributed as part of the ProSe provisioning mechanism, as a separate network service, or the process may operate entirely independently of the network. The process relies on security mechanisms provided by IDENTITY.

6.3.1.3.3.2.2
Network provisioning

For each group, there is a group identity or name. During provisioning, each UE is given a list of group identities for which the UE is a member. UEs are also provisioned with MIKEY-SAKKE private keys for their personal identities, as for IDENTITY D2D connections.

The Group Manager is securely provisioned with the MIKEY-SAKKE private keys associated to the identity of the group(s) that it manages. The Group Manager should also know the identities of the UEs in its group.

6.3.1.3.3.2.3
Standard GMK distribution security procedures

Figure 6.3.1.3.3.2.3-1 shows the security procedures for GMK distribution for standard groups.
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Figure 6.3.1.3.3.2.3-1: Standard Group GMK Distribution

Public Safety UEs which wish to be a member of a group register with the group manager. There are no security procedures associated with the registration procedure, it merely provides the group manager with address information for public safety UEs. 

The group manager verifies that the UE is a member of the group and provisions the appropriate group keys to the UE. To provision the group master key, it undertakes the following security procedures as depicted in Figure 6.3.1.3.3.2.3-1. 

1. Group Manager generates a new GMK and assigns a key identifier to the GMK.

2. The Group Manager creates a GMK Distribution Message. This message contains a MIKEY-SAKKE I_MESSAGE as specified in RFC 6509 [12]. The I_MESSAGE encapsulates the new GMK. It is encrypted using the identity of the terminating UE and signed using the (key associated with the) group identity. The message also contains the GMK key id and period of use. The message is provided to the terminating UE.

NOTE: Only an assigned and approved Group Manager knows the private key associated with the group identity and is able to sign a message. All group members know the identity of the group and hence are able to verify the signature.

NOTE: The transmission path (e.g. over a signalling network or direct) is independent of the security properties of the solution. Provisioning may be asynchronous if required (e.g. via SMS).

The terminating UE authenticates the sender and extracts the new GMK from the I_MESSAGE. The terminating UE uses the last received GMK as the current group key (based on the timestamp in the I_MESSAGE).

The Group Manager could be a network entity, or a privileged UE. As the security procedure does not require a connection to the network, the Group Manager can rekey a group independently of the network if required. 

**********END OF SECOND PROPOSED CHANGE***********
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