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Abstract of the contribution: This contribution adds requirements about session keys to Key Issue 3.4 on key distribution.

1.
Introduction

When establishing ProSe one-to-many communications in group owner mode it is necessary for the group owner to generate a session key and distribute it to the group members.  In decentralised mode the group members will already have a common pre-shared key but it is still desirable to use session keys to secure the communications in order to limit the exposure of the pre-shared key.  The group member initiating the communication will need to generate and distribute the session key in this case.  However, the security threats and requirements are the same as those for the network-supported distribution of shared keys.  
2.



Proposal

We propose adding session keys to the existing Key Issue 3.4 on key distribution.
>>>Start of Changes<<<<

5.3.4

Key Issue #3.4: key distribution for group communications

5.3.4.1
Key issue details

Several scenarios of SA2 TR 23.703 [4] require the presence of a security mechanism to generate and distribute keys that could be shared by different members of a ProSe Group. These shared keys could be used for one-to-many communication when the ProSe-enabled UEs are in or out of network coverage. It is possible to have a network-supported key distribution for group communications. 
When establishing ProSe one-to-many communications in group owner mode it is necessary for the group owner to generate a session key and distribute it to the group members, In decentralised mode the group members will already have a common pre-shared key but it is still desirable to use session keys to secure the communications in order to limit the exposure of the pre-shared key.  The group member initiating the communication will need to generate and distribute the session key in this case.
5.3.4.2
Security threats 

There are several threats related to key distribution for group communications:

In case that an attacker could eavesdrop a key to be shared between ProSe-enabled UEs then the attacker would be able to eavesdrop and/or modify all the communications protected with this shared key.  

In case that an attacker could modify or spoof a key to be shared between ProSe-enabled UEs then we could have the following impacts:

· The different ProSe-enabled UEs of a ProSe Group may not share the same key and they could no longer communicate with each other. This attack could be considered a Denial of Service attack.

· The different ProSe-enabled UEs may share a key chosen by the attacker. The attacker could take care to choose a weaker key. Then, the attacker could eavesdrop and/or modify all the communications protected with the chosen key.

It is also possible for an attacker to perform replay attacks.

In case that a key would be distributed to an unauthorized ProSe-enabled UE, this unauthorized ProSe-enabled UE could participate in all the communications within the ProSe group. The unauthorized member would know all the sensitive information exchanged between the members of the ProSe Group. He could also provide false information to the other members of the ProSe Group, which could have serious impacts. 
If a ProSe group member does not receive the shared key or session key then they will not be able to communicate with the other group members.  This can happen when:
· The UE is out of network coverage during an update of the shared key.

· The UE attempts to join a group communication already in progress.
5.3.4.3
Security requirements

The shared keys and session keys shall be protected in integrity and confidentiality during their distribution.
Editor’s Note: The type of key to be protected is FFS. 
Only authorized ProSe-enabled UEs shall receive the shared keys.
It should be possible to authenticate the network entity distributing the shared keys or the group member distributing the session keys,

It should be possible for the UE to store shared keys for past and future cryptoperiods.

The mechanism for distributing session keys should support late entry to group communications.
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