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1. Introduction
This contribution discusses the possible drawback using TNA for an individual IMPU register with IMS based on Web credential. 
2. Discussions
2.1. The necessary condition of using TNA
The characteristic of the TNA defined in TS 33.203 is that the trust node can take the role of both UE and P-CSCF to validate the IMS credential without need of the additional IMS authentication, the IMS authentication can be omitted because the mapping of IMS credential and the non-IMS credential can be validated by trust node, besides the non-IMS authentication is performed by the interaction with HSS/HLR.  The following figure is the flow of TNA defined in TS 33.203, in the step 2, the trust node validates the CS credential by interworking with the HSS/HLS in every authentication, the IMS credential sent to IMS is derived from the CS credential (IMSI) by trust node, that is to say both the CS authentication and the mapping of  IMS credential and non-IMS credential is under the control of trust node , we think this is the necessary condition that a node can act as the trust node.
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Figure 1 TNA flow defined in annex U of TS 33.203
2.2. Problems of using the TNA in scenario 2 in WebRTC
In the scenario2, WIC uses the Web credential for authentication and registers in IMS with the individual IMPU, the TNA mechanism is used for this scenario, but there are some differences from the TNA defined in TS 33.203, the related diagram is shown as follows:
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Figure 2: TNA diagram described in scenario 2 in WebRTC
1. The Non-IMS authentication is not performed by the trust node (eP-CSCF), the Web credential is validated by WWSF without interacting with the HSS/HLR, and non-IMS authentication can be independent from the operator AAA system.
2. The mapping of the IMPU and the Web credential is managed by WWSF instead of trust node (eP-CSCF), and the WWSF can’t authenticate the IMS credential when the user applies for binding with Web credential because there is not interface between HSS and WWSF in current proposed architecture.
3. For the same reason described in 2, trust node (eP-CSCF) may not receive sufficient authentication information during registration, because when user logins to WWSF, WWSF only authenticate the user’s web identity and map the web identity to IMS identity.  However, WWSF cannot authenticate the IMS credential at the login time.  This means that if a user changes his IMS ID or unsubscribes IMS service then makes a WebRTC call using his web credential, the WWSF may not be updated on the user’s IMS credential changes and may return a security assertion with incorrect information about the user’s IMS credential.   This is a security flaw that may be exploited by attackers, e.g., to make fraudulent calls and perform identity fraud, etc.
4. The deployment of the WWSF will directly affect the robust of authentication. If the WWSF is located in operator networks, the mapping information can be synchronized with IMS network by the certain ways, for example, the mapping of credential could be as part of IMS subscription provided by the service provision system. But if it is located in 3rd party networks, the authentication is not sufficient until the IMS credential can be authenticated by WWSF/eP-CSCF, or the mapping information can be managed by operator networks as well.
2.3. Conclusion  
To summary, the original TNA model for authentication in scenario 2 has the following issues need to be clarified:

1. Will the TNA model only be used when WWSF is located in operator networks, or it can also be used when WWSF is located in a 3rd party networks?  How can the mapping of the two credentials be verified by WWSF, e.g., through some interaction with the IMS networks?
2. How can WWSF or eP-CSCF verifies the binding between Web-ID and IMS-ID is active and valid during WIC registration process, e.g., a mechanism to update WWSF for IMS credential changes in real-time?  
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