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1. Introduction
This document augments issues details and threats in 5.2 of the TR. 
2. Analysis
Chapter 5.2 of the TR identifies an issue with user and UE identity privacy. The issues with the lack of protection user and UE identities can result in the user’s activities, location, and other privacy related information being tracked and even exposed. Some of the user and UE identities include IMSI, IMEI, MSISDN, an IP address that is bound to a user, and a MAC address that is tied to an UE. Identities may appear in many databases and files, such as Call History Records (CHR), Call Detail Records (CDR), and Measurement Reports (MR).  Tracing of an user or UE can happen wherever these identities are being used, transferred, and/or stored by various network equipments, including (e)NB, GGSN, SGSN, etc. Tracing of an user or UE can also happen when these identities are being used, transferred, and/or stored by unauthorized personnel, such as a maintenance technician. 
3. Proposal
It is proposed to agree to the following pCR for inclusion into the TR.

/***********************************Begin Changes******************************/

5.2.1
Issue Details
User and UE identities include IMSI, IMEI, MSISDN, an IP address that is bound to a user, and a MAC address that is tied to an UE. Identities may appear in many databases and files, such as Call History Records (CHR), Call Detail Records (CDR), and Measurement Reports (MR).  They are used in many 3GPP network elements, including (e)NB, GGSN, SGSN, MME, HLR, AAA, etc to provide services and support network operations. If these identities are not protected, user privacy may become compromised, either intentionally or unintentionally, results in the user’s activities, location, and other privacy related information being tracked or exposed.
5.2.2
Threats

Tracing of an user or UE can happen wherever these identities are being used, transferred, and/or stored by various network equipments, including (e)NB, GGSN, SGSN, etc. Tracing of a user or UE can also happen when these identities are being used, transferred, and/or stored by unauthorized personnel, such as a maintenance technician. The consequences of these threats to user and UE identities being exposed is that the user may suffer privacy losses or worse, financial losses.
/***********************************End Changes**********************************/
