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1. Introduction
This document augments the issues and threats in Section 5.1 of the TR. 
2. Analysis
Section 5.1 of the TR raises an issue with the Personally Identifiable Information (PII).  PII by itself may not be enough to identify a person, by a combination of two or more pieces of such information may be used to uniquely identify a person.  Mishandling of PII may result in one or more pieces of PII being exposed, results in a user’s privacy being compromised.  Mishandling of PII may happen while the information is being transferred, stored, or used. 
3. Proposal
It is proposed to accept the following for inclusion in the TR

/***********************************Begin Changes******************************/

5.1.1
Issue Details
PII information is categorized into the following:

· Personal contact information (e.g. name, address, email, phone number)

· Personal Identities information (e.g. user ID, Social Security Number, Passport Number, Identity Card Number)

· User Equipment information (e.g. IMSI, IMEI, MSISDN)

· User Communication data (e.g. content of user voice calls, data session, fax, SMS, voice mail, video, visited websites)

· Location information (e.g. user GPS coordinates, Cell ID, WLAN AP MAC)

· Financial information (e.g. user credit card number, bank accounts)

· Personal sensitive information (e.g. race, religion preference, sexual orientation, health information, criminal records)

When PII is not handled properly, the information may become usable in compromising the privacy of a user.
1.1.2 Threats 

PII can be mishandled during transit, storage, or application if appropriate guidelines are not followed. Mishandling can be as a result of not implementing PII handling guidelines, unauthorized access, or deliberate. The consequence is the compromise of personal information for the user, resulting in loss of privacy and/or financial information.  
/***********************************End Changes**********************************/
