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1. Overall Description:
SA3 would like to thank SA for the reply LS on small cell enhancements work in RAN. Below we try to list the security impacts introduced by the solutions identified by RAN.
For alternative 1A, following aspects need to be considered in SA3:

· Key generation for the new air interface. Separate keys shall be used in the MeNB and SeNB;
· Encryption algorithm negotiation for SeNB. Encryption algorithm selected by the SeNB for its DRBs need to be coordinated over the Xn interface. And the algorithm should be negotiated with the UE by MeNB.
· Key-change-on-the-fly, e.g. key refresh for small cell branch or re-keying triggered by MeNB branch;

· Security handling when SeNB and MeNB perform HO. The security solution depends on the HO procedure definded by RAN2,e.g. if RAN2 decides the HO in MeNB will result in HO in SeNB, then the key refresh in MeNB will trigger the key update of SeNB.
·  Protection for the control plane data and user plane data on Xn. To keep the same security level as X2, integry protection and confidentiality protection are required on Xn.
·  Protection for user plane data on S1. Protection specified in TS 33.401 applies.
· For counter check in SeNB, the same procedure specified in 7.5, TS 33.401 applies by MeNB while PDCP COUNT of SeNB is informed to MeNB on Xn beforehand.
For alternative 3C:
Xn should provide integrity and confidentiality protection for the control plane and the user plane data transferred during HO procedure. Normal user plane data has been encrypted in PDCP of MeNB, additional integrity protection is needed on Xn. 
2. Actions:

To SA，SA2，RAN，RAN2，RAN3
ACTION: SA3 kindly requests SA,SA2,RAN,RAN2 and RAN3 to take the above into account.
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