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1 Introduction
In SA3#73, some concerns were raised regarding the use of SIP Digest authentication in WebRTC access to IMS: 

· How are the IMPI and SIP Digest password made available to the WebRTC IMS Client?

· Which entities have access to the IMPI and SIP Digest password?
· Will the use of SIP Digest from browsers affect the security of existing IMS UEs?
· Are other web authentication mechanisms more secure?
This discussion paper aims to clarify and address the above issues.
2 Analysis

An overview of the WebRTC access to IMS architecture is shown in Figure 1. As can be seen from the figure, the WebRTC IMS Client (WIC) connects to the eP-CSCF using TLS and sends the user’s IMPI, which gets forwarded to the S-CSCF. The S-CSCF retrieves the user’s password (or actually a hash of the password, HA1) by querying the HSS, and generates a SIP Digest challenge.  The WIC responds to challenge with a SIP Digest response, which is calculated using the user’s password. If the response is correct, the user is considered authenticated and is registered in the S-CSCF.
From the above description it is clear that the WIC needs access to both the user’s IMPI and SIP Digest password.
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How is the IMPI and SIP Digest password made available to the WebRTC IMS Client?

There are basically three ways in which the IMPI and SIP Digest password can be made available to the JavaScript in the WebRTC IMS client: (1) the values are input by the user via an HTML form, (2) the values are downloaded from the WWSF, or (3) the values are retrieved from some form of trusted storage on the device (e.g. Global Platform’s TEE).
Among the options above, only the first and second approaches are seen as viable alternatives. The third approach, use of trusted storage, is ruled out due to the lack of support in browsers. It is also questionable what security benefit option 3 brings as the WWSF is still able to learn the value of the password (the WWSF controls the JavaScript and can see what is sent within the WebSocket connection). 
In option 1 there are some restrictions on the length and complexity of the password. In order for a human to be able to memorize and manually enter the password it must be short and of relatively low complexity. As option 2 does not have this limitation it might be seen as a better alternative, but then one forgets that the user must have authenticated to the WWSF prior to the download of the password, which again requires a human memorisable password. Thus in practice both option 1 and 2 offer the same level of security.
Which entities have access to the IMPI and SIP Digest password?

The entities that have access to the IMPI and SIP Digest password, and thus needs to be trusted by the operator, are the user, the browser, the WWSF, and the IMS core network.  SIP digest is therefore only intended to be used when the WWSF is controlled by the operator or by a trusted third-party.
Will the use SIP Digest from browser affect the security of existing IMS UEs?

If SIP Digest is enabled for WebRTC IMS Clients it is of course important that the security of existing IMS UEs is not impacted. To ensure this one would need to keep a clear separation between WebRTC IMS Clients and regular IMS UEs. It is therefore recommended to assign separate set of HSS accounts to WebRTC IMS Clients with unique IMPIs. In this way the possible compromise of a SIP Digest password will have an isolated impact.

Note that the above recommendation does not rule out the possibility of a WebRTC IMS Client and a regular IMS UE sharing the same IMPU. For example, it would be possible to register a TEL URI created from an MSISDN from a laptop browser. Whether this should be allowed or not is a question of operator policy.

Are other authentication mechanisms more secure?

An attacker can attempt to gain access to a user’s IMPI and password by setting up a fake web site and tricking the user into entering his credentials. Since the general user is security unaware and does not verify the URL in the address bar or that TLS is in use, it is quite likely that some users will be fooled by such an attack. However, this type of phising attack is not specific to SIP Digest but applies to all solutions where the user manually enters a password.
Considering that basically all authentication protocols require the user to manually enter a password at some point, SIP Digest is not more vulnerable against phishing attacks than other protocols. For example, in the OAuth case the user would enter his password after he is re-directed to the authorization server, and the attacker would then try to fake this page instead.

To really increase security one would need to switch from passwords to e.g. client certificates, one-time-passwords, or GBA, but these types of mechanisms are not generally available.
The main benefit of using a web authentication mechanism like OAuth is that the WWSF does not learn the long-term secret of the user. However, in the case when the WWSF is under direct operator control (or under the control of trusted 3rd party) this should be less of an issue.

3 Conclusion

SIP Digest is an optional authentication mechanism that is intended for scenarios where the WWSF is controlled by the operator or a 3rd party trusted by the operator. Unlike other authentication schemes such as OAuth, it does not require any new AAA functionality and is therefore easy to implement. 
To ensure that existing IMS UEs are not affected in the event of a compromised password, it is recommended to maintain a clear separation between users in the HSS. Users connecting to the IMS from WebRTC IMS Client should always be assigned a separate IMSI and password.
The accompanying pCR in S3-140009 incorporates the above conclusions into the TR.
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