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1. Abstract of the contribution
This contribution proposes to resolve an Editor’s note in the conclusion section of the study asking for a more detailed comparison between methodology 2 and the CC framework to capture the 3GPP discussion and help the outside world to easily understand SECAM.
For this purpose, we propose to add a new table giving more details on differences and similarities between methodology 2 and CC as well as rationale for the choice in Methodology 2 is included in the section 8.1.
2. pCR
********************** START OF FIRST CHANGE***************************
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Conclusions
8.1
Chosen methodology description

The present study defines the scope and threat model related to security assurance of 3GPP network products (the terminology "network product" is clarified in clause 4.1).

The study introduced two methods (more details can be found in clause 5): 

-
The first one consists in applying Common Criteria methodology, but not necessarily within the Common Criteria scheme which would require a certification by national Certification Bodies;

-
The second one consists in defining a tailored method, but does not prevent the re-use of some Common Criteria notions during the building process.

Methodology 2 is chosen for SECAM. It integrates Common Criteria concepts where efficient and provides the necessary adaptation to 3GPP context where necessary (need to allow accredited self-evaluation, single assurance level and security baseline…)


-
SECAM is built upon an analysis of threats on the considered network products;

-
SECAM will follow a Security Assurance process to demonstrate how these threats are covered by tests;

-
SECAM will be mainly based on different Security Assurance Specifications, related to a given (set of) network product(s) class(es), which include security requirements with associated test cases

-
SECAM will consider a single security baseline and a single assurance level per network product class for evaluation (see 4.5.2).

-
The security baseline is defined as a set of security requirements and environmental assumptions defining the capacity of the network product(s) to resist a given attack potential. Consequently:

-
Each network product can be evaluated only against a single security baseline

-
The security baseline of a network product class cannot be compared to the security baseline of another network product class;

-
SECAM considers a single assurance level per network product class for the evaluation of the security requirements as well as for the vendors' development and lifecycle management process. This means evaluating network products:

-
At constant scope (i.e. a single process will be followed for a given network product class, which will be relevant to this class),

-
At constant depth (which is mainly a black-box approach with occasional and justified usage of grey- or white-box testing),

-
At constant evaluation rigour;

-
SECAM assessment will distinguish between 

-
Security Compliance testing (see 5.2.4.3),

-
Basic Vulnerability testing (see 5.2.4.4)

-
Enhance Vulnerability Analysis (see 5.2.4.5)

-
SECAM will rely on a SECAM Accreditation Body to build trust in the actors of the scheme:

-
The vendor, developing the network product,

-
The security compliance tester, assessing the network product compliance with its SAS,

-
The tools, settings and procedures used for Basic Vulnerability testing

Editor's note: It is FFS which kind of accreditation will be required for Basic Vulnerability testing activity

-
The Enhanced vulnerability analysis tester, assessing whether the network product resists the attacker model defined in the SAS;

-
The accredited actors are trusted to undertake the different type of evaluation and SECAM, by the mean of the SECAM Accreditation Body will define a dispute process and revocation process.

The table below summarizes the keys differences and similarities between Methodology 2 and Common Criteria with the rationale for the adaptations made in Methodology 2:

	Topic
	Methodology 2
	Common Criteria

	Range of application
	- Methodology 2 is designed for evaluation of 3GPP network products.
	- CC is more generic, although CC is for information technology (IT) products originally, and is applicable to other area.

	
	Rationale: Methodology 2 is not designed as a general methodology which is expected to be more complex. Its purpose is for security assurance of the 3GPP network products.

	Certification / Accreditation Authority
	- GSMA accredits all actors and manages the dispute process, but does not monitor the evaluations of the network products.

- Methodology 2 uses GSMA as a root of trust and 3GPP as a reference for technical matters.

-In Methodology 2, the final evaluation results are not necessary to be submitted to a certification process. All the output documents are given to the operator for its final review and final security acceptance decision for the network product.
	- In CC, the certification body is a local authority, which licenses only the evaluation laboratories and monitors their evaluation activity.

- CC uses local bodies and CCRA as the root of trust and as reference for technical matters.

- In CC, the certification body licenses testers for compliance and vulnerability testing, and testers assess the development processes of the vendor.

	
	Rationale: Methodology 2 uses GSMA as a root of trust instead of local CC bodies, because it focuses on establishing a baseline of industry security best practices.

The SECAM Accreditation Authority (GSMA) does not monitor the evaluation, in order to make the evaluation process cost- and delay-effective. However, in order to avoid unwanted side-effects on final product security, GSMA accredits the actors beforehand, and let any customer trigger a dispute process if needed

	Evaluation laboratories
	- Self-evaluation from vendors is possible if they are SECAM accredited. 3rd party laboratories may be used as evaluation laboratories if they hold a SECAM – accreditation
	- Current CCRA agreements only allow third-party evaluation by a licensed laboratory.

	
	Rationale: Methodology 2 intends to favour labs having the knowledge of mobile networks besides having the general security skills of general security evaluation labs (e.g. CC ITSEFs). Self-evaluation by accredited vendors (with delivery of test results) is considered sufficient by Methodology 2: the customers are operators, which are able to re-run tests if needed, and trigger a dispute process whenever a vendor provided misleading results.

	Assurance on the development process
	- The development process is assessed during vendor accreditation instead of being assessed during the network product evaluation.

- One consequence of this is that the lifecycle is assessed by the SECAM Accreditation Body, independently from the network product version, and remain valid during a given time period, unless a dispute process is launched
	- In CC, the development process is assessed during the evaluation of the network product (by means of the ALC packages) and the assessment is only valid for the evaluated version

	
	Rationale: the approach of Method 2 on this topic is closer to the CESG CPA approach. The method favours a single accreditation for development processes than having assurance requirements to be assessed during evaluation. This also is intended to help vendors achieving economy of scale when several products are evaluated. 

	Assurance levels
	- Each network product class has a dedicated assurance level defined by a single set of requirements. Although there will be overlaps, different network products classes typically will have a different set of requirements, and may undergo different verification activities

- Some network product classes may require more extensive assurance activities than others, but that does not mean they reach higher level of security.
	- CC is built to leave possibility to have EAL2 and EAL4 evaluations on the same product class 

	
	Rationale: A detailed rationale for this topic can be found in 3GPP TR 33.805, §4.5.2.2 and 4.5.2.3

	Security Assurance Specification
	- The SAS covers a similar scope as a CC Protection Profile combined with supporting documents addressing the test methodology

- A SAS must be instantiated in a similar way as, in CC, a PP is instantiated to a ST.
- Methodology 2 is also inspired from CPA Security Characteristics, where the test methods are localized together with the security requirements they intend to test.
	

	
	Rationale: The process for the derivation of security requirements is heavily inspired from the CC framework adapted to deal with the already existing 3GPP security requirement and to ensure a maximum reuse of existing requirements where appropriate. Details can be found in §5.2.2.4

	Instantiated Security Assurance Specification document set
	- The instantiated SAS document set covers a larger scope than a CC Security Target

- The instantiated SAS document set mixes the content of a CC ST with:

  * a “header evaluation document” pointing to all evidences used by evaluation actors

  * parts of the security architecture, design and interfaces description documents, which would be found, in CC, in ADV_FSP, ADV_ARC and ADV_TDS documents.
	- In CC, a ST is generally loosely related to the vendor implementation which is described in other documents:

  * A header document is often used to help the evaluator find evidences in the vendor documentation.
  * The ST is a link between the security problem definition, a high-level description of the product and its high-level security requirements; 

  * The link between the requirements and the product functionality begins with ADV_FSP (interfaces), ADV_ARC (security architecture) and ADV_TDS (design).

	
	Rationale: As far as documentation is concerned Methodology 2 favours an approach where a single set of document contains all the information, or references, on the product's implementation of the SAS and its evaluation evidences. However, the concepts are similar to CC.

	Security requirements and security compliance testing
	- Security requirements are completely instantiated for the network product class described in the SAS. While it lacks generality, it also ensures that the requirements are accurate, clear and non-ambiguous.

- Methodology 2 mixes, in the SAS, the functional, assurance and hardening requirements altogether. 

For example, when testing an authentication functionality, the test requirement could state:

- The authentication is compliant to, etc. (functional)

- The debug interface is deactivated and cannot be used to bypass authentication (hardening)

- The user guidance explicitly asks the user to verify that the debug port is deactivated (assurance) 

In CC the first one would be tested in compliance, and the two other would be tested by the evaluator without a similar formal frame
	- In CC, security requirements are built to enable reuse in different communities and levelling. The need for generality may lead to a certain level of "abstractness".

- In CC, functional requirements are SFRs, assurance requirements are SARs, and most hardening requirements are generally found in ADV_ARC (security architecture).

	
	Rationale: About requirements: while CC is a relevant approach for a standard aiming at being used in many different contexts, Methodology 2 decides to favour an approach where requirements are tailored for telecommunications network product classes, instead of generality and reuse of requirements amongst products. It builds upon the fact that requirements will not have to be available in different "levels". About adding the test method to the requirements: the first goal of this approach is to ensure the shared comprehension of "what is to be verified for each requirement". In CC, this information would be distributed between CC Part3, the CEM and supporting documents.

Having functional, hardening and assurance tests related to the network product in the same compliance testing process of the SAS allows having a consistent test plan for the evaluation of functionalities as well as security architecture of the network product. CC focuses its compliance testing on functionality only (most hardening requirements being only described in ADV_ARC and being indirectly verified during vulnerability testing).


NOTE 1:
The comparison table above is between Methodology 2 and Common Criteria within the CCRA. As Methodology 1 intends to use the CC framework as a model outside of the CCRA, the above comparison might thus not apply to Methodology 1 directly.

NOTE 2:
This comparison is made with the CCRA methodology as it is currently. However the CCRA are in the process of making significant changes to their methodology, in particular to replace the 7 Evaluation Assurance Levels with a single common level – the collaborative Protection Profile.
8.2
Next steps for the normative phase

Clause 5.2.2 describes the expected content of the methodology building process. SA3 will focus on security compliance and basic vulnerability testing first, in order to improve maturity progressively amongst all partners, before beginning to define Enhanced Vulnerability Analysis. An SAS for security compliance requirements can include requirements on hardening and General Security Testing.

********************** END OF FIRST CHANGE***************************

