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Abstract of the contribution: This contribution proposes that the GBA and GBAPush solutions are agreed to be incorporated into the draft TS 33.187 for the MTC Feature Secure Connection.
1 Introduction 
TS 22.368 state the following requirement on secure connection:

The network operator shall be able to efficiently provide network security for connection between MTC Device and a MTC Server or between MTC Device and a MTC Application Server in case there is a direct connection with the MTC Application Server. This applies even when some of the devices are roaming i.e. connected via a VPLMN.

TR 33.868 provides analysis of Secure Connection solutions based on GBA and GBApush, and shows that they fulfill this requirement. The solutions use the UICC to establish common security keys between the MTC Device and the SCS in the indirect model. In the direct model they establish the keys  between the MTC Device and MTC Application. This is in fact the same purpose for which GBA and GBApush were developed for.
This contribution proposes  that the GBA and GBAPush solutions are agreed to  be incorporated into the draft TS 33.187 for the MTC Feature Secure Connection.
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8
Security Procedures for Secure Connection


8.1
Introduction
The Secure Connection is a feature with which the network operator is able to efficiently provide key material for securing the application protocol between UE and a SCS (indirect model) or between UE and a MTC Application Server (direct model). 

GBA, as specified in TS 33.220 [x], is used to bootstrap authentication and key agreement for application security based on the 3GPP AKA mechanism. GBA shall be used to establish the keys for a UE initiated Secure Connection. 

An extension to GBA, called GBAPush, is defined in TS 33.223 [y]. GBAPush is also used to establish keys for application security between two entities, but unlike GBA, it is initiated from the network. GBAPush shall be used to establish the keys for a network initiated Secure Connection.

Also other mechanisms (for example, using EAP-AKA authentication in scenarios which GBA cannot apply to) can be used to provide the MTC Secure Connection feature between the UE and SCS or between the UE and MTC Application Server. These mechanisms are regarded to be outside the scope of 3GPP specifications. 
The implementation of Secure Connection feature in the ME and network is optional.
8.2
UE initiated Secure Connection
This solution is restricted to such UEs that support HTTP.
A UE-initiated Secure Connection shall be established using GBA as defined in TS 33.220 [x].  GBA shall be used regardless if the Secure Connection is between the UE and SCS or between the UE and MTC Application Server. The SCS and the MTC Application Server shall act as NAFs. The Secure Connection key establishment using GBA is outlined as follows: 
The UE runs a GBA bootstrapping with the BSF via the Ub interface. This bootstrapping results in that the UE and BSF share a session key Ks and an identifier associated with the Ks, called B-TID. The UE next generates a Ks_(ext/int)_NAF key from key Ks, and  establishes a connection  with the intended NAF over the Ua interface. The NAF function is performed by the SCS in the indirect model, and by the MTC Application Server in the direct model. At the start of the communication, the UE provides the NAF with the B-TID. The NAF requests the Ks_(ext/int)_NAF, corresponding to the B-TID from the BSF. The UE and SCS/MTC Application Server can then protect the Ua application protocol (i.e. the Secure Connection) using the shared Ks_(ext/int)_NAF key. 
It depends on the used Ua application protocol how the Ks_(ext/int)_NAF keys are used in order to protect the communication between the UE and the SCS or between the UE and the MTC Application Server.
8.3
Network initiated Secure Connection
A network-initiated Secure Connection shall be established using GBAPush as defined in TS 33.223 [y]. GBAPush shall be used regardless if the Secure Connection is between the UE and SCS or between the UE and MTC Application Server. The SCS and the MTC Application Server shall act as Push NAFs. The Secure Connection key establishment using GBAPush is outlined as follows: 

The pushNAF, i.e. the SCS in the indirect model and the MTC Application Server in the direct model, determines the need to use GBAPush in order to establish keys for application security (i.e. a Secure Connection) with the UE. The pushNAF then requests a GBA Push-Info (GPI) and a Ks_(int/ext)_NAF key from the BSF and then forwards the GPI to the UE. The UE processes the GPI and generates a Ks_(ext/int)_NAF key from it. The UE and  pushNAF can  protect the Ua application protocol  (i.e. the Secure Connection) using the shared Ks_(ext/int)_NAF key.
If the pushNAF (SCS or MTC Application Server) does not have IP connectivity with the UE, the GPI can be sent in the Device Trigger to the UE via the Tsp in case of SCS is the pushNAF and via Tsms in case of MTC Application Server (acting as SME) is the pushNAF. In this case the GPI can serve two purposes: it can be used to provide keys for the application protocol (i.e. Secure Connection) and it can also be used protect the device trigger itself in an end-to-end manner.  

If the pushNAF (SCS or MTC Application Server) has IP connectivity with the UE, the GPI can be sent within the application protocol that the MTC application uses and used to provide keys for the Secure Connection. 

It depends on the used Ua application protocol how the Ks_(ext/int)_NAF keys are used in order to protect the communication between the UE and  the SCS or between the UE and the MTC Application Server.
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