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Abstract of the contribution: This is a proposed merge of TD S3-130911 and TD S3-131042, both pseudo-CRs related to add a new key Issue on the same aspect to the SA3 dract-TR on ProSe. 

Discussion
This is a proposed merge of TD S3-130911 and TD S3-131042, both pseudo-CRs related to adding a new key issue on the same aspect to the SA3 draft-TR on ProSe. 
 
Proposed pCR
***** First Change *****
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]5.X	Key Issue #X:  Ensuring a trusted and reliable accounting 
5.X.1	Key issue details
A trusted and reliable accounting is a crucial point for the relationship between MNOs and end users. 
Referring to the ProSe service, this applies in general, both for Public Safety ProSe UEs and for the non-Public Safety ProSe UEs.
According to the Rel-12 prioritization, non-Public Safety ProSe UEs will operate always “in-coverage”, whilst Public Safety ProSe UEs may operate (e.g. for the “one-to-many communication” ProSe feature) both “in  coverage” or “out of coverage”. 
Since non netwok based accounting mechanisms are deemed to more prone to possible attacks, there is no justication to deviate from the existing principle of a trusted and reliable network-based accounting, wherever possible (e.g. for “in coverage” ProSe scenarios). However, “out of coverage” Public Safety ProSe (one-to-many communications are in the scope of Rel-12) will probably require non network-based accounting mechanisms that rely on ProSe UEs, since network is not involved in the communication. 
Credit control (especially prepaid) and usage information for postpaid charging are of commercial interest for the ProSe scenarios, but there are cases where a network-based accounting mechanism can not be  performed  (e.g. potentially for the Public Safety ProSe “out of coverage” scenario of Rel-12). The security issue with the non network-based charging is that charging information provided from compromised/malicious UEs might be subject to manipulation (under report). 
5.X.2	Security threats 
Non netwok based accounting mechanisms are deemed to more prone to possible attacks/manipulation as they might be exploited by the ProSe end user/application to perform security violations against the MNO such as theft of service, e.g. by tampering the UE to properly manipulate (under-report) the accounting information. 
5.X.3	Security requirements
For a trusted and reliable accounting, the VPLMN/HPLMN shall be able to produce CDRs for ProSe services. 
For “out of coverage” (Public Safety) ProSe scenarios CDRs created based on possible non-network based accounting mechanisms shall be trusted and reliable.  
Charging information shall be securely collected and communicated by the ProSe enabled UE to the network, so that the operator  may trust the accounting information.

***** End of the first Change *****


