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Abstract of the contribution: A key issue for Application Registration for ProSe is added to the TR.
When UE wishes to register an application for ProSe in the context of EPC-level discovery, it includes the user’s Application Layer User ID (ALUID) as part of the application registration request that is sent to the ProSe Function.

The ALUID identifies the user within a specific application. Its format (e.g. alice@social.net) is out of 3GPP specification scope and the identifier is treated as an opaque identifier within the 3GPP nodes.

The ALUID is not part of the user’s subscription profile and is only temporary stored in the ProSeFunction for the duration in which the Application is registers in the ProSe Function.
Therefore App Server can’t rely on the correctness of ALUID_A in message 3: ProSe Registration Request. Even though there is a trust relationship between Prose Function and App Server and integrity protection of the message transport, security means have to be in place to ensure the integrity of ALUID_A. The threat is that UE A could set a false ALUID_A in message 1: Application Registration Request. The system should be able to ensure the integrity of ALUID_A in the 3: ProSe Registration Request.
*** First Change ***

5.x
Key Issue #x: Application Registration for ProSe
5.x.1
Key issue details

The following text replicates the procedure of Application Registration for ProSe depicted in TS 23.401 v.12.2.0, sec. 4.3.x.6.4. When a user registers with a 3rd party application server, he/she is designated an Application Layer User ID (e.g. ALUID_A for user A). This procedure is out of 3GPP specification scope. Then to activate ProSe features such as EPC-level ProSe discovery for a specific application, the UE registers the application with the ProSe Function, as illustrated in Figure 4.3.x.6.4-1.
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Figure 4.3.x.6.4-1: Application registration for ProSe

1.
UE A sends Application Registration Request (EPSID_A, Application ID, ALUID_A) message to ProSe Function A to register an application for ProSe. EPSID_A is the EPC ProSe Susbcriber IP for UE A. The Application ID is used to identify the 3rd party App Server platform. ALUID_A is user A’s Application Layer User ID.

2.
ProSe Function A retrieves user’s EPC ProSe Subscriber ID (EPSID_A). ProSe Function A may interact with the HSS in order to check whether the UE is authorized to register this application for ProSe. Alternatively, all user settings related to authentication and authorisation for ProSe may be configured locally in ProSe Function A, in which case the interaction with the HSS is not needed.

3.
ProSe Function A sends a ProSe Registration Request (ALUID_A, EPSID_A, PFID_A) message to the App Server indicating that a user of this application (identified as ALUID_A) has requested to use ProSe for that application. PFID_A is the ProSe Function ID of ProSe Function A. If the App Server accepts the request, it stores the user’s Application Layer User ID (ALUID_A) and EPC ProSe Subscriber ID (EPSID_A) together with the PFID_A.
4.
The App Server sends a ProSe Registration Response message to ProSe Function A indicating that the registration was successful (or not).
5.
ProSe Function A sends Application Registration Response (Allowed Range) message to UE A indicating that the registration was successful (or not). The Allowed Range parameter contains the set of range classes that are allowed for this application.
The following is the SA3 interpretation of this process:

1. The EPSID is used by the ProSe function to verify user’s authorization to use ProSe services, possibly with the assistance of the EPS HSS.

2. The ALUID is assigned to the application user by the App server. Authentication and authorization of the ALUID forwarded by the ProSe function to the App server is a responsibility of the App server.
3. When registering an Application for ProSe, App Server gets the EPSID and ProSe Function ID of the user and stores it in association with the ALUID. When the UE A later makes a Proximity Request for the targeted UE B, App Server is queried with ALUID_B and in response returns the EPSID and ProSe Function of UE B.
5.x.2
Security threats 

Since the ALUID is not part of a 3GPP user profile, it is not permanently stored neither in any HSS profile data nor as a “buddy list” in ProSe Function. The ALUID is only temporary stored in the ProSeFunction for the duration in which the Application is registered in the ProSe Function. Therefore App Server can’t rely on the correctness of ALUID_A in message 3: ProSe Registration Request. The ProSe UE, not otherwise authorized to use selected application service resources, may maliciously use someone else’ ALUID in order to fraudulently obtain these resources.
5.x.3
Security requirements

Security means have to be in place to ensure that the EPSID and the ALUID belong to the same user.
*** End of Changes ***
