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Abstract of the contribution: This is a proposed merge of TD S3-130908 and TD S3-130960, both pseudo-CRs related to the Key Issue #1: Configuration of ProSe-enabled UEs of SA3 draft-TR on ProSe. 

Discussion
This is a proposed merge of TD S3-130908 and TD S3-130960, both pseudo-CRs related to the Key Issue #1: Configuration of ProSe-enabled UEs of SA3 draft-TR on ProSe. 

Proposed pCR
***** First Change *****
[bookmark: _Toc356915140][bookmark: _Toc361373138]5.1	Key Issue #1: Configuration of ProSe-enabled UEs
[bookmark: _Toc356915141][bookmark: _Toc361373139]5.1.1	Key issue details
In order to utilise ProSe features, e.g. ProSe discovery and/or ProSe communication, the operator needs to be able to configure the ProSe enabled UEs.   
Configuration data may include e.g. proximity criteria as well as PLMN sensitive radio resource configuration. A Public Safety ProSe UE, when in coverage, will receive resource configuration by the registered PLMN, whereas when out-of-coverage will use resource configuration obtained by the last registered PLMN (before loosing E-UTRAN coverage) or, as a backup, resources pre-configured (by the HPLMN operator). It is then crucial that these data are not prone to manipulation by anybody else than the registered PLMN (as a Public Safety ProSe UE transmitting on unauthorised bands could represent a serious source of radio interference). 
Configuration data impacting the network operations shall be provided only by Operators (either HPLMN or VPLMN). 3rd party are not allowed to provide such parameters. 
NOTE: This key issue makes no assumption about whether the configuration data comes from the same entity or not, as the security threats and requirements are independent of the entity downloading the data to the UE
NOTE: Configuration data from 3rd parties is out of scope
5.1.2	Security threats
There are several threats to the downloading of configuration data to the UE. 
· Firstly the UE needs to be sure that it is getting its configuration data from an allowed server as otherwise an attacker could provide incorrect information. 
· An attacker pretending to be a configuration server may maliciously configure the UE with false configuration data, thus causing improper UE operation. 
· An attacker pretending to be a configuration server may maliciously delete the UE configuration data, rendering the UE unable to operate in ProSe mode.
· Similarly the authorized ProSe configuration  server will want to know the identity of the ProSe-enabled UE that is requesting configuration  information, as otherwise it is not possible to download correct information to the UE
· An attacker may manipulate of modify the configuration data being transmitted between the UE and the configuration server, thus adversely affecting the ProSe configuration. The configuration data needs to be protected against modification during transmission. 
· An attacker may eavesdrop on transmitted configuration data and further distribute it to unauthorized parties for improper use.The data should be protected from eaves-dropping to protect any privacy related information from being read by unauthorised parties. 
· An attacker may replay an intercepted configuration data thus affecting an expected configuration state at the ProSe-enabled UE and/or a configuration server
· An attacker may manipulate of modify the configuration data while stored on the UE.. 
[bookmark: _Toc356915143][bookmark: _Toc361373141]5.1.3	Security requirements
The only entities entitled to provide configuration data impacting the network operations (e.g. radio resource allocation) to the ProSe-enabled UE shall be operators. 3rd parties shall not be allowed to provide such parameters.
The ProSe-enabled UE and the entity providing the configuration data shall mutually authenticate each other.
The transmission of configuration data from the network to the ProSe-enabled UE shall be integrity protected. 
It shall be possible to confidentiality protect the configuration data that is transferred to the UE
The transmission of configuration data from the authorized ProSe configuration server in the network to the ProSe-enabled UE shall be confidentiality protected 
The transmission of configuration data from the authorized ProSe configuration server in the network to the ProSe-enabled UE shall be protected from replays 
The configuration data shall be stored in the UE in a protected way to prevent modification/eaves-dropping.
***** End of the first Change *****

