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Abstract of the contribution: Describe the security solution for ProSe communication in group mode.
1. Introduction
SA2 has defined ProSe communication in group mode, which is classed by one-to-many ProSe communication .The security solution described in this document addresses the key issue for "ProSe communications in group mode" described in S3-130972. 
2. Solution 
2.1 Authentication by GO
The ProSe UE should be authenticated by GO when it joins to the communication group. All the group members, e.g. ProSe UEs and GO, may be out of coverage, the authentication credential should be pre-configured and securely stored in the ProSe UE. As the group is dynamic when the group members joins in or leave the group, which means the group member and GO is not fixed, the credential should be valid in a large-scale. Certificate can be usedas the credential for group authentication.
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Fig.1 Authentication procedure for UE and GO
The authentication conforms to the folling steps:
1. ProSe UE enrols certificate from its HPLMN. To support the roaming scenario, a list of other PLMN’s root certificate may be also enrolment;

2-4.GO authenticates with the ProSe UE when the UE joins to the group.CRL stored in GO and ProSe UE is used to verify the certificate validity. CRL updates whenever the ProSe UE or GO connects to the network;

Editor’s Note: The details of certificate validation are FFS.
2.2 Key generation and for ProSe communication 

Before direct communication can be established between two or multiple ProSe-enabled UEs, these UEs need to become members of the same ProSe Group.
When ProSe UE joins a group, the UE first authenticates with the GO. Then GO generates Kunicast and Kmulticast for the unicast communication and multicast communication. The Kunicast and Kmulticast are ProSe group specified, so group ID could be used as input parameter to derive the keys Kunicast and Kmulticast.
2.3 Key distribution to ProSe UE from GO
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Fig.2 key distribution procedure
The keys to protect the message/traffic between ProSe UE and GO are generated by GO, and need to securely distribute to ProSe UE. The public key of the ProSe UE could be used to encrypt the keys. The encryption ensures that only ProSe UE can obtain the keys and those keys is not useful for users which don't have the private key. 

The security algorithms can be negotiated along with the key distribution procedure. The message/traffic should be confidentially protected and integrity protected after this procedure. 
3. pCR

*******************************Begin of Change*******************************
6.3.4.5
Direct re-keying procedure

This procedure can be run at any time and initiated be either UE. It results in a new KD-sess being used to protect the traffic between the UEs. The new KD-sess can either be calculated from the current KD or a new KD established during this procedure using the appropriate procedure from 6.3.4.2.
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Figure 6.3.4.5-1: D2D re-keying procedure

1. UE_1 sends UE_2 a Direct-Rekeying-Request message when they are already directly connected and UE_1 wants to refresh the keys. This message includes a parameter (this is FFS) to enable MME_2 to find MME_1 and get signalling to UE_1 via the network, a flag to indicate whether a refresh of KD is requested and Nonce_1.

2. A DKSI and KD pair are generated if request by UE_1 or desired by UE_2 using the procedures in subclause 6. 

3.  UE_2 sends UE_1 a Direct-Rekey-command message. It includes DKSI and Nonce_2. Along with Nonce_1 these allow the calculation of a new KD-sess. The message needs to be at least integrity protected.

UE_2 responds with a Direct-Rekey-complete message that is at least integrity protected

6.x
Solution x: Security for ProSe communication in group owner mode
6.x.1 Authentication by GO

The ProSe UE should be authenticated by GO when it joins to the communication group. All the group members, e.g. ProSe UEs and GO, may be out of coverage, the authentication credential should be pre-configured and securely stored in the ProSe UE. As the group may be dynamic when the group members joins in or leave the group, which means the group member and GO is not fixed, the credential should be valid in a large-scale. Certificate could be competent to be the required credential.

The authentication conforms to the folling steps:

2. ProSe UE enrols certificate from its HPLMN. To support the roaming scenario, a list of other PLMN’s root certificate may be also enrolment;

3. GO authenticates with the ProSe UE when the UE joins to the group.CRL stored in GO and ProSe UE is used to verify the certificate validity. CRL updates whenever the ProSe UE or GO connects to the network;

6.x.2 Key generation and for ProSe communication 

Before direct communication can be established between two or multiple ProSe-enabled UEs, these UEs need to become members of the same ProSe Group.
When ProSe UE joins a group, the UE first authenticates with the GO. Then GO generates Kunicast and Kmulticast for the unicast communication and multicast communication. The Kunicast and Kmulticast are ProSe group specified, so group ID could be used as input parameter to derived the keys Kunicast and Kmulticast.

Editor’s Note: The details of certificate validation are FFS.
6.x.3 Key distribution to ProSe UE from GO

The keys to protect the message/traffic between ProSe UE and GO are generated by GO, and need to securely distribute to ProSe UE. The public key of the ProSe UE could be used to encrypt the keys. The encryption ensures that only ProSe UE can obtain the keys and those keys is not useful for users which don't have the private key. 

The security algorithms can be negotiated along with the key distribution procedure. The message/traffic should be confidentially protected and integrity protected after this procedure. 
*******************************End of Change*******************************
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