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Abstract of the contribution: analyses the key issure for ProSe communications in Group Owner mode.
1. Introduction
TR23.703 defines the communication solution for ProSe UE in Group Owner mode.

The ProSe Group Owner modes may be used whenever there is a possibility for stable group ownership, such as the relay use cases.The ProSe Group Owner model may also be used for ProSe one-to-one communication.
Before direct communication can be established between two or multiple ProSe-enabled UEs, these UEs need to become members of the same ProSe Group. Each group has a locally unique identity. One of the UEs in a ProSe Group plays the role of the "Group Owner".
Before direct communication can be established between two or multiple ProSe-enabled UEs, these UEs need to become members of the same ProSe Group.
      This document analyses the security issues for this mode of ProSe communication.
2. Analysis 
2.1
 Key issue details

A key capability of ProSe-enabled UEs is to engage in one-to-one communications with another UE directly over the air interface or in one-to-many communication with other UEs over the Group Owner. 

2.2
 Security threats 

All security threats in 5.5.2 apply to ProSe Communications in Group Mode. Additionally the following threats also exist;
As the GO behaves as a communication bridge between the ProSe UEs， no direct connection is between the communication pairs. The man-in-the-middle attack may exist.

Though the traffic sent by an ordinary ProSe Group member is delivered in unicast mode to the GO, which subsequently distributes it to one or all ProSe Group members, the distribution from the GO can be in either unicast or multicast mode. A passive attacker may eavestrap the data packets exchanged between the two UEs. If the GO communicates to group members in multicast mode without applying protection to the original content, other group members in proximity may obtain the original content broadcast by GO.
2.3
 Security requirements

All security requirements in 5.5.3 apply to ProSe Communications in Group Mode. Follwing security requirements are for Group Mode ProSe communication.

ProSe UEs should be authencated by GO separately;

The communication data between ProSe UEs should be protected hop by hop.  
The data distributed by GO to all members in the same group in multicast mode should be protected from eavestrapping by other UEs who are do not belong to the same group as the GO.
3. Proposal

It is proposed to include above to the TR.
pCR
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5.6.3
Security requirements

The system should support mutual authentication of public safety UEs out of network coverage.

Compromise of a single UE should not affect the security of the others. 

Authentication credentials should be securely stored in UE.

It should be possible to establish session keys securely between the UEs.
5.7 Key Issue #6: ProSe Communications in Group Owner Mode

5.7.1
Key issue details

A key capability of ProSe-enabled UEs is to engage in one-to-one communications with another UE directly over the air interface or in one-to-many communication with other UEs over the Group Owner . 

5.7.2
Security threats
All security threats in 5.5.2 apply to ProSe Communications in Group Mode. Additionally the following threats also exist;
The man-in-the-middle attack may exist if the communication is not protected between the first UE to the GO and between the GO and the second UE.

Though the traffic sent by an ordinary ProSe Group member is delivered in unicast mode to the GO, which subsequently distributes it to one or all ProSe Group members, the distribution from the GO can be in either unicast or multicast mode. A passive attacker may eavestrap the data packets exchanged between the two UEs. If the GO communicates to group members in multicast mode without applying protection to the original content, other group members in proximity may obtain the original content broadcast by GO..
5.7.3
Security requirements

All security requirements in 5.5.3 apply to ProSe Communications in Group Mode. Follwing security requirements are for Group Mode ProSe communication.

ProSe UEs should be authencated by GO;

The communication data between ProSe UEs should be protected.  
The data distributed by GO to all members in the same group in multicast mode should be protected from eavestrapping by other UEs who are do not belong to the same group as the GO.
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