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1. Overall Description:

SA3 thanks SA5 for the LS in S5-131458 and would like to provide the following answer.
First, SA3 would like to clarify a terminology issue. In SA3 terminology, an SeGW is a specific type of security gateway used for home base stations (see TS 33.320). SA3 Assumes that SA5 here is talking about a regular SEG as discussed in TS 33.210.

SA3 discussed the attached threat analysis, and came to the conclusion that having the possibility to place the CA/RA behind a SEG can be useful in some deployments. SA3 does not believe, though, that it would be warranted to mandate this feature so that it would be optional for implementation.
However, as discussed in the attached analysis, adding a SEG in front of the CA/RA has implications. The enrollment procedure becomes more complex and additional considerations are necessary when deploying SEGs. The eNB would first have to establish an IPsec tunnel to the SEG before contacting the CA/RA. The SEG has a vendor certificate installed, potentially from several vendors in case of a multivendor scenario. Furthermore, the enrollment procedure may have to be augmented with configuration of parameters in the eNB to locate both the SEG and the CA/RA. All these parameters can be obtained by the eNB either as DHCP options or be a pre-configured FQDN. Note in this context that, when deploying the SEGs, the operator needs to ensure, via normal routing configuration in the SEG, that the network segment accessible via the SEG that holds the vendor certificate is limited in scope so that vendor credentials in an eNB cannot be used to access the operator network in general, but only the RAs/CAs. Finally, SA3 observed that there are other measures that reduce the attack surface. 
2. Actions:

To SA5 group.

ACTION: 
SA3 kindly asks SA5 to take the above information into account and answer the following question:
· SA3 are not aware of any restrictions in the specifications that disallow the option mentioned by SA5. Does SA5 see a restriction in the current specifications to allow this option to be implemented and deployed?  If so, please point out what those restrictions are.
3. Date of Next TSG-SA WG3 Meetings:

TSG-SA WG3 Meeting #74 
20th – 24th January 2014 Taipei, Taiwan.

TSG-SA WG3 Meeting #75
12th – 16th May 2014
Sapporo, Japan
