3GPP TSG SA WG3 (Security) Meeting #73
S3-131101
11-15 November 2013; San Francisco (US)

Source:
China Mobile, NSN, Orange
Title:
Information needed to execute the required tests for the Basic Vulnerability Testing
Document for:
Discussion and Approval
Agenda Item:
8.3 Study Item on Security Assurance Methodology for 3GPP Network Products
Work Item / Release:
FS_SECAM/Rel-12
Contrary to what the header of S3-131016 indicates, neither Orange nor NSN was one of the sources of the original document. Both companies however support the intention of the contribution and we would like to provide the following editorial improvement for the pCR:

- 
The original pCR of S3-131016 was not made against the latest version of the TR 33.805 (v1.2.1). This is corrected in this pCR.

-
 Slight wording improvments in the new text (see yellow highlighted changes)
-
Several formatting improvments (B1 style for list, …)
We propose, if China Mobile agrees, to directly consider only this document for approval in the SECAM discussion and to withdraw S3-131016.
1. Introduction
The purpose of this contribution is to add the  
content in TR 33.805 v1.2.1 for the "Information needed to execute the required tests for the Basic Vulnerability Testing in section 5.2.4.2.2.4.
2. Proposal
**********************START OF CHANGE****************************************
5.2.4.2.2.4
Information needed to execute the required tests for SCT, BVT and EVA activities

Information needed to execute the required tests for the Security Compliance Testing:

The compliance tester shall assess whether the SAS instantiation contains enough information to: 

-
install a representative testbed;

Editor's note: The definition of "representative" is FFS.

-
define test vectors;

-
execute the test cases;

-
determine whether the tests completely and accurately cover the SAS.

Editor's note: The relation between the "Test Methodology and skill requirements "document and the bullet above has to be clarified.

In cases where the SAS instantiation does not include enough information, the compliance tester can ask the vendor to modify/complete the SAS instantiation.

Information needed to execute the required tests for the Basic Vulnerability Testing:

The basic vulnerability tester shall assess whether the SAS instantiation contains enough information to:
· -
determine the tools to be used in the Basic Vulnerability Testing;
· -
execute the test cases;
· -
determine whether all open ports are explicitly documented;  

· -
determine whether protocol implementations are robust;
· -
determine whether the scope of vulnerability scanning reflects the SAS requirements;
In cases where the SAS instantiation does not include enough information, the BVT tester could ask the vendor to 
modify/complete the SAS instantiation.
Information needed to execute the required tests Enhanced Vulnerability Analysis:

The EVA tester could be required to assess whether the SAS instantiation contains enough information to: 

-
define relevant attack paths;

-
perform penetration tests following these attack paths;

-
determine whether a found possible Vulnerability is exploitable in practice, within the operational environment of the product; 

-
determine whether their tests cover what would be expected from the type of attackers defined in the SAS attacker model;

-
eventually conclude whether the network product resists the type of attacks that are expected from the attacker model defined in the SAS.

In cases where the SAS instantiation does not include enough information, the EVA tester could ask the vendor to modify/complete the SAS instantiation.

**********************END OF CHANGE*****************************************

�This EN does not exist anymore in the latest version of the TR 33.805


�To have consistent wording with the text below





