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Abstract of the contribution: This contribution proposes a couple of enhancements to the KME provisioning described in clause 5.4.4.2.3.3.1.
Discussion 
Currently it is not possible to signal that a USIM has moved do a different ME and hence the KME needs to be updated in the ME and HSS. To rectify this issue it is proposed that at idle mobility management messages (e.g. Attach Request and TAU Request in LTE), the UE includes a new parameter called KME_Check. This paramters carries a hash of KME and the subscription identity included in the revelant message, e.g. GUTI or IMSI. The CNN keeps this hash and the identity until it includes them in the next request for AVs. The HSS/HLR can then check the hash using its stored KME and hence determine whether the KME needs updating in the ME. 
Once a new KME is set, the CNN should re-authenticate the UE using an AV that is bound to KME. This is to ensure that the UE and network end up using a key that is bound to both the USIM and device. Also both the UE and HSS should only take the new KME as the correct one for this subscription/terminal combination. This is to ensure that both ends are only updated with a KME that is known to work. It should be noted that it may be possible to combine the functionality in steps 6 to 8 wth the authenticating the UE part in step 10 (in new figure) if the relevant stage 3 group feels that this is a better solution.
It is proposed that SA3 accept the below pCR for inclusion in the TR.

Proposed pCR 
**** START OF CHANGES ****

5.4.4.2.3.3.1
KME Generated and Provisioned by the HSS, and shared with the CNN

This procedure describes the case of a core network that has been enhanced to support the device binding function to load a new KME into a device. 

The key highlights of this procedure: 

· It does not require state in the HSS during the procedure of loading a (new) KME
· It separates the device authentication and loading of KME from the Location update procedure. This means that if there are other use cases that require Device authentication or loading of a KME then the procedures are more likely to apply without modification, e.g. no need to separate from Location update procedure. Similarly the Device authentication could be run at any time as it becomes a standalone procedure.

· It is aligned with the flow in section 5.4.4.2.1.3 for the simpler network binding in that everything is complete at serving core network once it sends the Location update complete and it only require the HSS to check the IMSI/IMEI binding here to complete the attach procedure.

This procedure follows the basic principles listed below:

· The HSS send KME to the serving core network

· The serving core network node (CNN) is responsible for generating the Nonce that is used to challenge the UE and checking the response.

· If the authentication of the UE is successful, then the serving network node sends the KME back to the HSS/HLR along with the IMSI and IMEI in the Update Location message
· The re-authentication procedure provides the UE with confirmation that the new established KME is properly stored in the HSS/HLR and shall now be used.
The following figure 5.4.4.2.3.3.1-1 shows the message flows:
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Fig. 5.4.4.2.3.3.1-1
KME Provisioned by the HSS with assistance of the CNN 
The following only includes the changes to the legacy procedures.

0.  The HSS/HLR has been pre-provisioned with a list of allowable IMSI/IMEI pairs and the public key associated with the IMEIs are available to the HSS/HLR. 

1. The UE performs the normal attach procedure. It includes the KME_Check parameter which is formed by hashing  its stored KME and the subscription identity included in this message.
2. The CNN and UE complete an authentication, establishment of security. The core network node also requests and receives the IMEI from the UE. As part of the process of authenticating the UE, when the CNN requests AVs, it passes the KME_Check parameter and the identity recived in step 1 to the HSS. The HSS can check that it has the same KME stored as the UE by calculating its own version of KME_Check and comparing it with the received value. If these values are different the HSS/HLR indicates to the CNN that it need to provision a new KME.
3. The core network node requests an encrypted KME and AV from the HSS/HLR. It does this by sending the IMEI and IMSI to the HSS/HLR in the K_ME Request transaction. 

4. The HSS/HLR generates a new KME and encrypts it with the public key of the received IMEI. The HSS/HLR sends both the encrypted KME and the KME to the core network node. The HSS/HLR also returns the AV bound to the new KME.
5. The CNN generates a Nonce to challenge the UE.

6. The CNN sends the encrypted KME and Nonce to the UE. 

7. The UE decrypts KME and calculates the ME_Rsp from KME and Nonce. The UE uses the newly received KME instead of any previously held KME. The UE keeps the previous KME and reverts to it if there is no sucessful authenitctaion with an AV bound to the new KME before the UE goes into idle.
8. The UE sends the ME_Rsp back to the CNN. 

9. The CNN checks the ME_Rsp is correct 
10. The CNN re-authenticates the UE with the AV bound to the new KME which it received from the HSS/HLR in step 4. After a successful authentication bound to the new KME, the UE takes the new KME as the permanent KME associated with the USIM in use, and deletes any previous KME.
Note: It is possible to combine the above step with messages 6 and 8. It is left to the stage 3 group to decide which is the best way.
11. The CNN takes the new security context into use by running the appropriate security procedures if necessary 

12. The CNN sends the location update including the new KME to the HSS/HLR. 

13. The HSS/HLR stores the KME with the IMSI if the IMSI/IMEI pair is allowed. The HSS/HLR then keeps this KME for the IMEI/IMSI pair.
**** END OF CHANGES ****
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