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1
Introduction

The security architecture for Poximity based Services are discussed in SA3 72 meeting. After last SA3 meeting, the SA2 added the roaming reference architecture for Proximity based Service. Therefore, It is necessary to discusse security protection for newly introduced reference points. 

2 
Proposal
The following text is proposed for inclusion in the TR 33.cde to support security protection for Proximity based Services.    

3
PCR 

*** 1st Change ***
4.2
Architecture for Proximity Services 

The high level ProSe architecture is given here for SA3 to study security threats, requirements and solution in this TR. This architecture is based on the Non-Roaming Reference Architecture given in Figure 4.3.1-1  and Roaming Reference Architecture in Fiture 4.3.1-2 of TR 23.703 [4], as shown below in Figure 1 and Figure X.
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Figure 1.  Non-Roaming Reference Architecture

[image: image2.emf] 

SGi  

UE  

LTE  -  Uu  

E  -  UTRAN  

   

EPC  

S1  

Pr  oSe    APP   Server  

Visited    ProSe     Function  

   

ProSe APP  

PC  8  

PC3  

PC2  

PC4  

UE  

ProSe APP  

PC5  

LTE  -  Uu  

PC6  

Home   Prose Function  

PC7  

VPLM  N  

HPLM  N  

PC1  

PC2  

EPC  

PC4  


Figure X.  Roaming Reference Architecture
For Discovery and Direct Communication, SA3 should study the security of reference points given below: 
Interface PC3, PC4, PC5, PC7, and PC8 should be protected
PC1: Between the ProSe Applications in UE and ProSe Application Server. It is used to define application level signalling requirements.
Editor’s Note: It is FFS if this is in scope of 3GPP SA3.  

PC2: Between ProSe Function and ProSe Application Server. It is used to define the interaction between ProSe App Server and ProSe functionality provided by the 3GPP EPS via ProSe Function. One example may be for application data updates for a ProSe database in the ProSe Function. Another example may be data for use by ProSe App Server in interworking between 3GPP functionality and application data, e.g. name translation. The entity of ProSe Funtion and ProSe Server may reside in or out of the EPC. The reference points/interfaces PC2 is out of 3gpp scope if ProSe related funtion is out of EPC.
Editor’s Note: If ProSe related function reside out of EPC, interface PC2 is out of 3gpp scope.
PC3: Communication between UE and ProSe Function. It is used to define the interaction between UE and ProSe Function.  An example may be to use for configuration for ProSe discovery and communication.
PC4: Between EPC and ProSe Function. It is used to define the interaction between EPC and ProSe Function. Possible use cases may be when setting up a one-to-one communication path between UEs or when validating ProSe services (authorization) for session management or mobility management in real time.
PC5: Between UEs to have Direct Communication. It is used for control and user plane for discovery and communication, for relay and one-to-one communication (between UEs directly and between UEs over LTE-Uu).
PC6:  Between ProSe Functions. It may be used for functions such as ProSe Discovery between users subscribed to different PLMNs.Additional use of this reference point is FFS.
PC7:
Between the ProSe Function in the VPLMN and the ProSe Function in the HPLMN. It is used for HPLMN control of ProSe service authorization. 

PC8:
Between a roaming UE and the HPLMN ProSe Function may be used for UE ProSe configuration by the ProSe Function in the HPLMN. 
Editor’s Note: It is proposed to reuse the existing security mechanisms as much as possible for above interfaces.
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