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Abstract of the contribution:
A skeleton for clause 9 on Conclusions was provided in S3-131076. The present contribution proposes text for clause 9.3.4 from S3-131076 on public key infrastructure issues to enable digital signature verification by UEs. We believe it makes sense to leave the decision between the implicit certificate approach and the signing proxy approach currently open in 3GPP because

· the differences between the two approaches largely affect the regulator’s domain and not the operator’s domain; 

· there are no requirements for the regulator’s domain today;

· different regulators may want to make different choices in the future.
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*********************************************

9.3.4 Public Key Infrastructure

Introduction: 

The choice of the Public Key infrastructure is determined by the length restrictions summarised in clause 9.3.2
, the selection of a digital signature scheme according to clause 9.3.3, as well as architectural, organisational, and trust considerations in the regulatory domain. 

Different regulators may have different requirements on these aspects. Furthermore, it is currently not known which requirements will actually have any practical relevance. In particular, it is not known whether one central Certificate Authority issuing end entity certificates would be acceptable, or whether a signing proxy would be acceptable. 

On the other hand, it would be very unfortunate to standardise a PKI complying with the most severe possible limitations when this PKI has some drawbacks and the limitations would never apply in practice.

The present clause therefore lists several preferred solutions for different limitations. Once the regulatory requirements are known, normative work can then simply select the appropriate solution among the ones listed below.  The present clause needs to be read together with clause 9.3.3 
as there are strong dependencies. 
If the length restriction for security information in warning messages is 75 bytes: 

This restriction applies only when ETWS primary notifications are used with security also over GERAN. Then this TR identified as the only two possible choices for the PKI 

· PKI with implicit certificates used in conjunction with ECQV as described in clause 7.6 and 

· signing proxies used in conjunction with ECQV or ECDSA used as described in clause 7.x
. 

If the length restriction for security information in warning messages is 210 bytes: 

This restriction applies only when ETWS primary notifications are used with security over UTRAN or E-UTRAN, but not over GERAN. Then the preferred choices for the PKI are 

· implicit certificates used in conjunction with ECQV as described in clause 7.6 

· signing proxies used in conjunction with ECQV or ECDSA used as described in clause 7.x. 

· a Certificate Authority issuing ECDSA certificates with a 3GPP-defined format to end entities


Editor's Note: The length of 210 bytes would allow including an ECDSA signature on the warning message together with a public key and a signature of a CA on that public key, as well as additional security information. However, standard X.509 certificates would be too long so that a 3GPP-defined format that would yet have to be developed once the practical relevance of a 210 bytes length restriction is known. 

If no fixed length restriction for security information in warning messages is given: 

This case applies only when ETWS primary notifications are not used with security over any network. Then the preferred choices for the PKI are 

· implicit certificates used in conjunction with ECQV as described in clause 7.6 

· signing proxies used in conjunction with ECQV or ECDSA used as described in clause 7.x. 

· a Certificate Authority issuing ECDSA certificates with a 3GPP-defined format or 

· a Certificate Authority issuing ECDSA certificates with an X.509 format to end entities


Editor's Note: As there are no length restrictions, the use of X.509 certificates would be possible. However, according to the Editor’s note in clause 9.3.2, security information should be reasonably short in any case. It is therefore ffs whether X.509 certificates would be acceptable and whether a 3GPP-defined certificate format would be desirable. The decision for a PKI structure depends, among other things, on organisational aspects in regulator’s domain.
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