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Abstract of the contribution:

Communication between GCSE AS and BM-SC needs to be secured.
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X.1
Key Issue #?: Communication between GCSE AS and BM-SC (GC2 interface)

X.1.1
Key issue details

TS 23.768 concludes:

GCSE_LTE applications interact with the BMSC to enable for specific GCSE_LTE groups the establishment of eMBMS bearers for specific distribution areas, and with specific QoS level for specific IP flows. 

The BMSC provides the applications with the eMBMS service information for the various GCSE_LTE groups using eMBMS. As such, in Rel-12 it is expected the GC2 interface shall be standardized.

X.1.2
Threats 

Communication between AS and BM-SC may be wiretapped.

Communication between AS and BM-SC may be modified.

Note, the precise information flow between those entities is not known yet, but it can be assumed that this information is sensitive.

X.1.3
Security requirements

According to SA1 requirements (TR 23.768, [3]), the system shall support at least the same security level for Group Communication (e.g. for Authentication, Integrity, Confidentiality and Privacy) as a 3GPP LTE packet data bearer.

X.1.4
Solutions
Editor’s Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.
X.1.5 
Evaluation

