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Abstract of the contribution: 

It needs to be analysed whether GCSE risks can be addressed by the mechanisms of MBMS security or whether additional mechanisms are needed.
Discussion

TR 23.768 derived from the architectural point of view a composite view of different solutions agreeing on Multipoint Service (MuSe) is to be realized using eMBMS (TS 23.246).
eMBMS contains security functionality. TS 33.246 [7] specifies MBMS security: 

“Nearly all the security functionality for MBMS, except for the normal network bearer security, resides in either the BM-SC or the UE. The BSF is a part of GBA (TS 33.220). The UE and the BM-SC use GBA to establish shared keys that are used to protect the point-to-point communication between the UE and the BM-SC.
The BM-SC is a source for MBMS data. It could also be responsible for scheduling data and receiving data from third parties (this is beyond the scope of the standardisation work) for transmission. The BM-SC is responsible for establishing shared secrets with the UE using GBA, authenticating the UE with HTTP digest authentication mechanism, registering and de-registering UEs for MBMS User Services, generating and distributing the keys necessary for MBMS security to the UEs with MIKEY protocol and for applying the appropriate protection to data that is transmitted as part of a MBMS User Service. The BM-SC also provides the MBMS bearer authorisation for UEs attempting to establish MBMS bearer.
The BM-SC also verifies whether a user is authorized to register and receive keys for a MBMS User Service. For MBMS Multicast Mode this authorization is done with the help of Membership function in the BM-SC. For MBMS Broadcast Mode this authorization is done without the help of Membership function because the Membership function is only defined in the context of MBMS Multicast Mode in TS 23.246.
The UE is responsible for establishing shared secrets with the BM-SC using GBA, registering to and de-registering from MBMS User Services, requesting and receiving keys for the MBMS User Service from the BM-SC and also using those keys to decrypt the MBMS data that is received.”

It needs to be analysed whether GCSE should use MBMS security functions and whether GCSE risks can be mitigated by the mechanisms of MBMS security or whether additional mechanisms are needed.
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X.1
Key Issue #?: MBMS security for mitigation of GCSE risks/threats  

X.1.1
Key issue details

TR 23.768 [3] specifies that for the Multipoint Service functionality BM-SC and MBMS-GW in the core network is used, the BM-SC providing the applications with the MBMS service information for the various GCSE_LTE groups using MBMS. 
MBMS security (TS33.246, [7]) was designed to not only counter the normal threat of eavesdropping, but also the threat that valid subscribers may have no  interest in maintaining the privacy and confidentiality of the communications, and they may therefore conspire to circumvent the security solution, e.g. circumventing the secure access to commercial Pay TV. 

It needs to be analysed if GCSE can reuse MBMS security and whether GCSE risks and threats can be sufficiently covered by MBMS security functions. Is MBMS security which is controlled by operators appropriate to satisfy GCSE security needs? Or, would a security solution at the GCSE application layer be more appropriate?  Or, would security mechanisms at both layers be needed?

X.1.2
Threats 

X.1.3
Security requirements

X.1.4
Solutions
Editor’s Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also any stage 2 solution that is part of.
X.1.5 
Evaluation

