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Abstract of the contribution: This contribution analyses the security aspects of ProSe Direct Discovery.
1
Introduction

SA#66 endorsed the SA2 Prioritization Output in SP-130506, which includes ProSe Direct E-UTRA Discovery (Direct Discovery) as one of the component and mentioned that this component has SA3 dependency. SA2 is working on the solutions for Direct discovery in SA2 TR 23.703. This contribution discusses the security threats and detailed the security requirements and relevant solutions for Open discovery.  
2
Discussion
2.1
Key Issue: Security analysis for Direct Discovery

2.1.1
Key Issue Details
In the existing SA3 TR, security threat, requirements and solution are addressing restricted discover (cf. Key issues #3 and solution 2). In Key issue #3 the section 5.3.2 ‘Security Threats’ mentions impersonation as one of the security threat. However the section 5.3.3 ‘Security Requirements’ do not capture impersonation attack as one of the security requirements. Further, replay attack and impersonation attack are applicable to open discover also, especially for standalone service enabler (e.g. advertisements by a store). Excerpt from TR 23.703 (section 6.1.1.2.3) which specifies the standalone service enabler:
ProSe Discovery can be a standalone service enabler that could for example use information from the discovered UE for certain applications in the UE that are permitted to use this information e.g. "find a taxi nearby", "find me police officer X". Additionally depending on the information obtained ProSe Discovery can be used for subsequent actions e.g. to initiate direct communication.
Discovering a specific restaurant/shop by a discovering UE in a place where they do not exist (or are not in proximity) or discovering a friend by a discovering UE when the friend is not in proximity should not be the outcome of replayed/faked direct discovery.
2.1.2
Security Threats

In the absence of any protection for the open and restricted discovery, a rogue UE can easily receive the discovery information announced by the ProSe UEs and can easily mount replay attack. Further, a ProSe UE can easily impersonate another ProSe UE, so that the discovering ProSe UEs will find the discoverable UEs    even when they are not there or will receive wrong standalone service (like, receiving advertisements which are not valid, as to destroy reputation). 
The security threat on open & restricted discovery is, impersonation by a monitoring Prose UE, who is authorised to receive and understood discovery information transmitted, by replaying the received discovery message or transmitting a new discovery message as receiving UE has all information of the transmitting UE. 
2.1.3
Security Requirements
It is required to mitigate the replay and impersonation attack for ProSe open and restricted discovery.
2.2
Solution:
Security for Direct Discovery 


2.2.1
Using Asymmetric Cryptography and Timestamp for Direct Discovery

Potential solution to prevent replay and impersonation attack is to digitally sign the discovery message using private key of the transmitting Prose UE along with time stamp, as shown in Fig 2.2.1-1. Announcing ProSe UE signs the discovery information using its Private Key and time stamp of radio frame. Monitoring ProSe UE verifies the received discovery information using the Public key of the announcing UE and time stamp of radio frame in which the digitally signed discovery information is received. If verification is successful, then discovery information is sent to upper layer otherwise it is discarded. 
The time stamp used in this solution, is the time stamp of the radio frame in which the discovery message is transmitted (additionally subframe number can also be used, one radio frame has 10 subframes and discovery message is transmitted in one of the subframe), which will be in sync between the announcing and monitoring Prose UEs (by using the ‘TimeInfoUTC’ field in SIB 16 of the macro eNB [TS 36.331]). Discovery information protection and verification is performed at the AS layer. The AS layer decides the radio frame and the subframe in which discovery information is transmitted, as the AS layer has the time stamp information of the radio frame. By using the Timestamp of the radio frame and may also sub-frame number, the overhead introduced to carry the absolute time stamp in the discovery message is avoided and also use of non-sync system time of the ProSe UE is avoided. 
Asymmetric security keys can provide protection against impersonation by monitoring ProSe UE, especially for one to many communication scenarios. Public Key of the ProSe UE or application is provided to ProSe server securely and ProSe server distributes the Public Key to the authorized ProSe UEs for discovery information verification. Once the Prose UE get authorized and configured for ProSe discover, then the ProSe UE starts sending its announcement for other UEs to discover it. The announcement message is digitally signed using its private key and the announcement message carries the digital signature. When this announcement is received by other prose UEs which are in interest to communicate with this UE, would have obtained public key of this UE from the ProSe Server. So the monitoring ProSe UEs verifies the authenticity of the announcement message. This mechanism is applicable for both Open and Restricted discovery. Further this solution provide option to the network to restrict the discovery announcements by distributing only authorized UE’s public key to other Prose UEs.
Editor Notes: Mechanism to distribution Public Key is FFS
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Figure 2.2.1-1: Security mechanism for Direct Discovery
3
Conclusion:

We request SA3 to include the above section 2 proposal in the SA3 TR for further study (Section 2.1 under Key issues in the TR and section 2.2 under solutions in the TR).
