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Abstract of the contribution:

This contribution propose to clarify the meaning of the “mandatory” requirements. The mandatory requirements don’t mean the network product has to fulfil the requirements and pass the test. they just mean the the requirements have to be tested. They are different with the “conditional” requirements which are just needed to be tested under certain conditions.so we add the “for testing” after the mandortory and conditional requirements phrase to express it more clear.
**********************START OF FIRST CHANGE***************************
During SAS writing SA3 may use these classes and grouping as guidance in order to ensure that no area of the network product class was missed.

As detailed in 4.1.4, SAS will have to be developed in a modular fashion such that an individual module is generic enough to be applied to more than one network product class. The final choice of classes for this requirement catalogue is a normative phase activity. Whether SA3 choice will map the CC categories or not will depend on the number of requirements per classes and can only be decided when most of these requirements are already written.

Security requirements are expected to follow a template similar to the one described hereafter:

Template for a Security Requirement Description

Editor's note: It is ffs whether an SAS should distinguish between mandatory and conditional requirements for testing. If a function that is optional for a given network product class is present, then security requirements, made conditional on the presence of this function, will apply, otherwise not. 

Statements of security requirements are intended to be clear, concise and unambiguous. A template for this purpose may follow the structure reported in this clause. In particular, each security requirement shall include:

-
Requirement name: each security requirement is assigned a unique name. The name indicates the topics covered by the requirement

-
Requirement reference: a unique short form of the security requirement is provided as a primary means for referencing the class. The convention adopted is: <capability class reference> - <the first two letter of requirement name> or similar convention
-
Requirement Description: a detailed description for the security requirements identified by SA3 to reduce/counteract the risks outlined by the threat analysis.

-
Threat reference: the short identifier assigned to the threat, here used to mapping the requirement to the threat it intend to meet

-
Test case: a description of the test case that defines how the requirement shall be tested, the expected skills and tools to be used to produce the test outputs.

-
Requirement evidences: the type of evidence that must be achieved, that is the expected test results

NOTE 1:
The level of abstraction that should be chosen for test cases should allow implementation specific solution as long as they comply with the SAS intention. This level of details is likely to be variable depending on the test. This work is to be done during the normative phase.

NOTE 2:
Tests can consist of different types of activities. It could for example consist in reviewing documentation provided by the vendor for a given security requirement but also be of a more technical nature that will imply interaction and stimulation of the network product with a protocol testing tool for example. The concrete test activities will be defined in the normative phase.

**********************END OF FIRST CHANGE***************************
**********************START OF SECOND CHANGE**************************
5.2.4.2. 2.1.2
TOE

Editor's note:
The scope of EVA is FFS

Editor note: In SECAM, the generic network product class definition will be defined in the SAS. The vendors will instantiate these definitions in their SAS instantiation by describing the TOE and the TSF of their Network Product based on the requirements below. How to properly name the generic network product class description in the SAS to avoid confusion with the TOE TSF definition for evaluation below is FFS. 

The TOE defines what, within the commercialized Network Product, is to be evaluated. It is defined Common Criteria as "a set of software, firmware and/or hardware possibly accompanied by guidance." In CC, the TOE is defined by the vendor. In CC evaluations not following a Protection Profile there is a huge latitude for the vendors in this definition, since a vendor may choose to include components in, or exclude them from, the TSF at free will. This latitude does not exist for SECAM since the TSF for the entire network product as commercialized by the vendor is defined by the available and applicable SASs. 

In order to ensure that the TOE is sufficiently comprehensive and well described, the definition here shall comply with the following requirements:  

-
All requirements from the SAS(s) pertaining to the network product class shall be reflected in the TOE. 
All interfaces of the TSF shall be part of the description of the TOE. This defines a condition for a minimum size of the TOE.

Editor's note: If SA3 decides to make a distinction between mandatory and conditional requirements for testing (see clause 5.2) the formulation in the above bullet will have to be adapted to ‘all APPLICABLE requirements' or similar

-
All external communication interfaces of the TOE shall be part of the TOE description. External communication interfaces of the TOE are interfaces that allow communications between functions inside and outside the TOE. 
If the TOE is not the entire product as packaged for evaluation then the interfaces between the TOE and the parts of the network product not in the TOE need to be described as external communication interfaces of the TOE. Justification why it is not possible to access the assets of the network product as defined per the SAS by other means that the external interfaces of the TOE must be provided. 

NOTE 1:
The Basic Vulnerability Testing will be conducted on the external communication interfaces of the TOE. If the TOE definition is smaller than the entire network product, the above requirement makes possible to have external communication interfaces of TOE under evaluation that are not in the set of external communication interfaces of the network product.  Testing these external interfaces of the TOE which might be potentially internal interfaces of the network product might be challenging. Moreover, proving that the above mentioned justification is valid might be challenging. Thus reducing the scope of the TOE to a smaller subset than the network product does not guarantee easier testing.

NOTE 2:  this requirement is to ensure that these interfaces are covered by the BVT and EVA. It also ensures that no external interface to the product not covered by the TOE can be used to attack the TOE as such attacks would have to go through an external communication interface of the TOE. 

-
A TOE is allowed to be larger than this minimum size defined by the preceding bullets. NOTE1 above explains why this may be useful.

**********************END OF SECOND CHANGE***************************
