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1
Introduction
When discussing S3-130657 in SA3 #72 meeting it was agreed to remove the 7th bullet “Protocol overhead: GBA depends on HTTP protocol. HTTP protocol is hyper-text protocol so it is much heavier than binary protocol.” But this bullet was kept in the table “Comparison of two methods” in 5.2.5.2. It should also be deleted from the table.
For the EAP-AKA based solution an interface is needed between MTC server and 3GPP AAA server. Moreover security protection at this interface shall be guaranteed when the MTC server is outside of the operator’s network. This needs to be added into the table “Comparison of two methods”.
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PCR

***
BEGIN CHANGES
***
5.2.5.2
Evaluation for EAP-AKA method:
1. Use cases: Both UE and MTC server can trigger secure connection procedure. EAP-AKA can involve UICC and network entity to generate security keys. As a result, EAP-AKA can fulfil the SA1’s requirement that “The intention of the MTC Feature Secure Connection is to use the security features of the UICC to enable an exchange of security keys between the MTC Device and MTC Server/MTC application Server”.

2. Security: EAP-AKA method uses AKA mechanism embedded in EAP framework. The security protection is based on AKA. AKA protocol can resist attacking like replay, eavesdropping, tampering and any others. The key exchange between MTC server and 3GPP AAA server can be through a secure channel, so the key will not be disclosed in this interface. As a result, EAP-AKA mechanism can effectively provide security protection for the exchange of security keys between UE and MTC server. 

3. Cost: When using IKEv2 to carry EAP-AKA method as an example, most of network entity supports IKEv2 function. So there is no additional requirement for MTC server. In the terminal side, UE must need to support theIKEv2 function mechanism.
4. Terminal supporting: Some kinds of terminals support EAP-AKA feature but not all kinds of..
5. Protocol dependency: EAP-AKA can’t be used directly between UE and MTC server. It needs some protocols to carry EAP-AKA message.  
6. Network impact: An interface between MTC server and 3GPP AAA server is needed, which is used to send AAA message.
7. Protocol overhead: It depends on the specific protocol which is used to carry EAP-AKA method. If some lightweight protocol can be used to carry EAP-AKA, the overhead can be limited.
Comparison of two methods:
	Criteria
	GBA-based method
	EAP-AKA based method

	Use cases
	Fulfil SA1’s requirement
	Fulfil SA1’s requirement

	Security
	Based on AKA,
	Based on AKA,

	Cost
	Need additional network entity: BSF.

Need to implement additional functions (NAF function) and related interfaces on MTC server.
If UE does not support GBA, it needs to implement additional functions on terminal side
	Need to have 3GPP AAA server.

If UE does not support EAP-AKA, it needs to implement additional function on UE.
Editor’s Note: How this is secured is FFS

	Terminal supporting
	Most of terminal do not support GBA method
	Some kinds of terminals support EAP-AKA method

	Protocol dependency
	It needs HTTP protocol, which is not implemented in some kinds of terminals
	It needs some protocols to carry the EAP –AKA

	Network impact:
	No new feature is needed.
	An interface is needed between MTC server and 3GPP AAA server.
Security protection at this interface shall be guaranteed when the MTC server is outside of the operator’s network.

	Protocol overhead
	
	It depends on the specific protocol which is used to carry EAP-AKA method. 


***
END OF CHANGES
***
